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1 Executive Summary

This document presents the legal and business analysis based on the use cases of the AU2EU project
described in deliverable D1.1.1. A conceptual framework is developed for legal and business analysis
that is then applied to the use cases, focusing on the eHealth/AAL use cases initially. The conceptual
framework involves three elements: actors, activities and impact of activities on factors such as risk,
cost, quality and productivity. Actors can be classified as subjects, controllers, processors and third
party. They can be individuals or organisations. Activities can be categorized as goals, touch-points
and resources. This framework is applied to legal and business analysis as summarised in the next two
paragraphs.

The legal analysis involves two components: the evolving regulatory environment in the countries
involved and their implications for the e-Authentication and e-Authorisation related to sensitive in-
formation of the AU2EU use cases in general, and the AAL use case specifically. Sensitive infor-
mation, also referred to as data in this document, have been classified as regulated data, confidential
data and public data. These data may belong to individuals, organisations or government bodies.
While the actors and activities relate to the handling of these different types of data, the impact mostly
relates to the risk assessment and mitigation in the context of each use case.

The business analysis uses the conceptual framework to analyse in detail the value proposition for
introducing an electronic platform with e-Authentication and e-Authorization to replace the existing
process. It compares the current situation (e.g., manual record handling) with the proposed e-
Authentication and e-Authorisation strategy. The value proposition has been analysed mainly from the
perspectives of cost and productivity.

January 7, 2015 Business and Legal Analysis 10
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2 About this Document

2.1 Role of the deliverable

This deliverable (D1.3.1) presents the analysis of the business and legal implications for the use cases
presented in deliverable D1.1.1. As such the analysis provides justification as well as direction for the
technical, pilot and business efforts in the project.

This deliverable focusses on the pilot use cases eHealth/AAL and Biosecurity Incident Response. This
scope is motivated by the importance of the pilots for the project, access to information and available
time and resources. In addition to the information provided by the use case descriptions in D1.1.1, the
business and legal analysis requires substantially more information which is obtained from literature
and from workshops and a series of meetings with stakeholders across countries, in order to obtain
business analysis information for the use cases analysed. For the other three use cases, DNA man-
agement, Translational Research and Collaborative PACS, besides time also necessary information
and access to business stakeholders was not readily available. These use cases are less mature busi-
nesswise, i.e. coming from a research background have a greater distance to the market. In compari-
son to the pilot use cases they lack the benefit of having the commercial end-users participating in the
project, i.e. Deutsche Rote Kreiz and CSIRO respectively. From a legal perspective a first assessment
indicates that the current work also applies to the extra use cases, €.g. through the similarity to
eHealth and overlap in geographies.

2.2 Relationship to other AU2EU deliverables

D1.3.1 considers the application of the Reference Architecture to the AU2EU use cases from a busi-
ness and legal perspective. This version presents the overall framework of legal and business analysis
in the AU2EU project and its application to the AU2EU pilot use cases, i.e. the two eHealth/AAL use
cases and the Biosecurity Incident Response use case.

Deliverable D8.2.1 will consider exploitation taking the results from D1.3.1 into account and expand-
ing on the other three use cases from D1.1.1. Task T8.2 will include analysis of the additional identi-
fied uses cases both from business and legal perspectives: 1. DNA data management in clinical trials,
2. Translational research (Movember), 3. Collaborative Picture Archiving and Communication Sys-
tem (PACS). The business analysis consists of the identification of business processes and impact of
the platform/technology on the following factors: productivity, cost, quality and risk; to derive the
specific value propositions for each of the stakeholders. The legal analyses consist of identifying the
actors and activities; validation of data sensitivity; identification and application of appropriate regu-
lations for eAuthentication and eAuthorisation.

The business and legal analyses of 3 use cases will be conducted on a higher level/more abstract than
the use cases that are already covered in D1.3.2. This is because the 3 use cases are less mature busi-
nesswise, i.e. coming from a research background have a greater distance to the market. Moreover, in
comparison to the pilot use cases they lack the benefit of having the commercial end-users participat-
ing in the project. Thus, it will not be feasible to provide the same level of detail. However, the analy-
sis will provide relevant insights for task T8.2. The outcome of these analyses will be reflected in
Deliverable D8.2, and will be used as input for the exploitation task T8.2.

The five uses cases are the potential business opportunities for the developed technology that have
been identified by the stakeholders from the AU2EU project. Each analysis provides more insight in
the business opportunities for the platform, i.e. high level feasibility plan for each use case and explo-
ration of different business models. As the use cases cover multiple and different domains, these anal-
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yses provide insights in the underlying general value proposition and enables the development of a
sound portfolio of business opportunities for the new technology. For each of the identified product-
market combinations, the target markets, the feasible business models (business needs, barriers to
adoption, competitive products, market size) and the SWOT will be derived and reflected in Delivera-
ble D8.2.1.

2.3 Relationship to other versions of this deliverable
This deliverable only has a single version. Related work and new insights will be reported in other
deliverables such as D8.2.1 on exploitation.

2.4 Structure of this document
The document is structured out in the following sections

o Conceptual frameworks (Chapter 3) — Based on the need and growing importance of e-
Authentication and e-Authorisation, this chapter discusses the identification of key business
process components and legal legislations as well as regulations for exchange of sensitive da-
ta across organisations. To facilitate this identification, a model has been developed along the
three dimensions of (i) Actors (ii) Activity and (iii) Impact of activity on factors. Along with
this is coupled the sensitivity of the data that will define, in turn, the risks involved and the
mitigation measures necessary.

o Legal framework (Chapter 4) — This chapter discusses the legal infrastructure that will
regulate the envisaged e- Authentication and e-Authorisation processes. Besides looking into
the historical developments of information technology and its impact on data protection legis-
lation, this chapter discusses the Existing regulations, policies and other legal instruments that
will play a significant role in guiding the expected transformation towards the envisaged dig-
itisation of processes. Finally, this chapter maps these guiding regulations to the various
stakeholders (actors) along the e- Authentication and e-Authorisation processes.

e Use Cases: Business and Legal Analysis (Chapter 5 & 6)

e Once the appropriate framework has been identified, the document focuses on a few use cases
that highlight the following:

o A high level current state assessment of the selected processes - this is effected
through a pro-con based business and situational analysis of the chosen processes.

o A detailed process flow identifying the following:
= Actors (stakeholders) involved,
= Data exchanged and level of sensitivity of data,
= Activities and roles of the actors at each stage of the process.

o The changes in the process for the roll out of e-Authentication and e-Authorisation,
along with ensuing changes in the process flow in general and the roles of the actors
in particular.
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o The impact on factors that drive business process management look further into the
productivity, cost, quality and risk elements for the new and more efficiently driven
e-processes

o Finally, the changes in the business case look into the value proposition and more im-
portantly the financial implications and cost consequences that reiterate the necessity
of rolling out the e-processes

e Based on the above framework, the current document looks into the following key processes
that can be benefited from the envisaged digitisation:

o AAL Customer Registration
o AAL Efficient Care Coordination

o Biosecurity Incident Response

January 7, 2015 Business and Legal Analysis 13
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3 Conceptual frameworks

Online data sharing and transfer has become easier and more efficient than ever before, but at the
same time this has brought about new challenges for the protection of personal data. Technology has
transformed both the economy and social life, and requires to further facilitate the free flow of data
within the Union and the transfer to third countries and international organisations, while ensuring a
high level of the protection of personal data. The use of e-Authentication and e-Authorisation pro-
cesses is of great importance in this regard.

To be able to map the e-Authentication and e-Authorisation requirements in the context of data shar-
ing across organisations, a general conceptual framework involving a business process and its compo-
nents has been developed. This framework will be used for analysing the business and legal aspects of
the various use cases of the AU2EU project throughout this document.

3.1 ldentifying Business Process Components for e-Authentication & e-

Authorisation
A business process is a set of logically related business activities that combine to deliver something of
value (e.g. products, goods, services or information) to a customer. A business process can be seen as
a set of activities that create a value chain for an organisation and associate the value chain with the
requirements of the subjects involved in the process. Thus, it is important to identify the various com-
ponents of the process to be able to successfully understand and analyse the value chain and map it to
the required level of e-Authentication and e-Authorisation.

To achieve this goal, a general business process model with its various components has been devel-
oped. The model provides three main concepts of a business process:

e Actors,

o Activity,

e Impact of activity on business process factors.
The model has been depicted in Figure 1.
Actors

An actor is a person or an organisation or a legal entity that can participate in an activity. Four types
of actors have been identified in the business process model. For ease of the legal analysis, actors in
the biosecurity use case have been identified according to the following categories. However, the ac-
tors have been mapped to Australian regulations and legislations.

o Data Subject: A data subject is a natural person that can be identified, directly or indirectly,
in particular by reference to an identifier; such as a name, an identification number, location
data, to an unique identifier, or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural, social, or gender identity of that person.

o Data Controller: means a natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purposes and means of the processing of
personal data; where the purposes and means of processing are determined by European Un-
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ion law or Member State law. The controller or the specific criteria for this nomination may
be designated by Union law or by Member State law.

Data Processor: 'processing' means any operation or set of operations which is performed
upon personal data or sets of personal data, whether or not by automated means, such as: col-
lection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, con-
sultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, erasure or destruction. According to applicable laws, a data pro-
cessor can be a legal person, a public authority, an agency or an electronic platform that car-
ries out the operation or set of operations detailed under "processing".

Third Party: Is any natural or legal person, public authority, agency, or any other body other
than the data subject, the controller, the processor and the persons who, under the direct au-
thority of the controller or the processor, are authorised to process the data.

Activity

An activity can be described as an action undertaken by the involved actors for the purpose of gener-
ating profits or developing economic opportunities. An activity has three main components. These

are:

Goals: are the objectives for undertaking an activity.

Touch point: describes all activities with involvement of the components (actors and their ac-
tions).

Resource (Data): Resource is a component of the business process that can be shared physi-
cally or electronically between the actors. In this context, resource applies to any kind of data,
most importantly, "personal data”, which can be defined as any information relating to an
identified or identifiable natural person (‘data subject’); an identifiable person is one who can
be identified, directly or indirectly, in particular, by reference to an identifier such as a name,
an identification number, location data, unique identifier or to one or more factors specific to
the physical, physiological, genetic, mental, economic, cultural or social or gender identity of
that person.

Impact on Factors

Each business process has impact on various factors that determine the growth of a business or an
organization. We have identified four factors that are impacted by a business process.

Productivity: is a measure of the efficiency of a person or a process involved in an activity
Cost: A business process has a major impact on costs.

Quality: Business processes are implemented to improve the quality of output an organiza-
tion.

Risk: In any business process various kinds of risks are involved. Some of the risks in the
context of e-Authorisation and e-Authentication can involve loss of or risk to privacy of per-
sonal data.

January 7, 2015 Business and Legal Analysis 15
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= Goals
Activity = Process touch points
Description (For data / actors / action)
= Resource (Datatype &
sensitivity level)

Business

Process

~

Identification Impacton
of Actors Factors
= Data Owner * Productivity
= Data Controller = Cost
= DataProcessor = Quality
= Third party / Trust Service = Risk (legal and business)

Figure 1: Business process model and its components

3.2 Data Type and Assurance Level

In the context of e-Authentication and e-Authorisation, a business process involves exchange of data
which can be personal, organisational, national as well as international. Whenever transaction of data
is concerned, there are legal issues which are involved in the process. In order to map the data transac-
tions to legal aspects, data has been categorised into three types according to the level of sensitivity.
This will pave the way for mapping data to the legal framework later on in this report.

Sensitivity Assng/e;r;ce Examples Requirements Risksand access
Regulated High High Social Security Numbers, credit | Protection of Highlevel of harm to reputation with
card numbers, bank accounts, dataisrequired | financial costs, access for only those
Data driver'slicense, health bylaw or policy | individuals with explicit authorisation, or
information, donors. designated forapproved access.
Information providesaccess to resources,
physical or virtual.
. X Medium Substantial | Research details, library Contractual Medium level of harm to reputation with
Confidential transactions, personnel obligationto financial costs, access for employeesand
Data information, information covered | protect. non-employees who have a business need
by non-disclosure agreements, toknow, delegated access privileges.
financial information, contracts, Smaller subset of restricted data at a
facilities, management school, department, or unit level.
information.
Public Low Low Directory information thatis Atthe Low levelrisk to privacy and reputation
Data notsuppressed, campus maps, discretion of and general public witha need to know.
web pages intended for public thedata
use. custodian.

Figure 2: Types of data and Level of Sensitivity
January 7, 2015 Business and Legal Analysis 16
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3.3 Application of the Business Process Model and AU2EU Legal Framework to

Use Cases
The legal framework (as mentioned in Table 3 of chapter 4), in combination with the Business Pro-
cess Model (refer to Figure 1), can be used for analysing each of the use cases for the AU2EU project.
Analysis of each use case has been carried out using the following steps.

Step 1: Identifying the Actors and Activities

¢ Identify Actor: Actors of each use case have been identified as a "Data subject”, "Data Con-
troller", "Data Processor" or "Third Party",

o Identify Resource: The resource, in this context, is data. It can be public, confidential or regu-
lated data with varying levels of sensitivity associated with it (refer to Figure 2 for details),

e Identify Action: In this context, the activity involves "data sharing" and all processes associ-
ated with it.

Step 2: Validation of Data Sensitivity

Following the activity description, the level of sensitivity of the transferred data is validated, based on
the content of the data. The data, which is exchanged between actors in the business process, is classi-
fied as having three levels of sensitivity, as portrayed in Figure 2, the three levels of sensitivity are
low, medium and high.

Step 3: lIdentification and application of appropriate regulations for e-Authentication and e-
Authorisation

The third step involves the identification and application of appropriate legislations and regulations.
These regulations and legislations are specific to each country or union.

Step 4: Business and Legal assessment of impact on factors

After the business process components are identified, the impact of the process on factors like produc-
tivity, cost, quality and risk (legal and business) will be analysed and presented. Figure 3 below pre-
sents a general overview of the business process and mapping of its components to the legal frame-
work.

January 7, 2015 Business and Legal Analysis 17
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KEY STEPS:

STEP 1

STEP 2

GOVERNING
REGULATIONS

ACTIVITIES

IDENTIFICATION OF ACTORS AND ACTIVITIES

Data

Data Subject i Data Controller i ! Third Party
! ! Processor !
..... ; o A ! TTITIL 4
"""" 1 ‘., 1 o STl Data flow
T . e ‘e . R ASUIPPPPETL L e
W e, 5\.\‘-‘ _________ E between Actors

VALIDATION OF DATA SENSITIVITY

Low Data Medium Data
Sensitivity Sensitivity

IDENTIFICATION AND APPLICATION OF APPROPRIATE REGULATIONS for e-AUTHENTICATION & e-
AUTHORIZATION

Regulations

Regulation (EU) 910/2014, OJ L 257, 28.08.20143¢14
= Electronic Identification: Articles: 6,7,8,9, 10, 11, 12

= Electronic Signature: Articles 25 to 34

= Electronic Documents: Article 46

COM(2012)11final,2012/0011
(COD)

= Documentation: Article 28

= Datasecurity: Article 30, 31, 32

» Dataprotection: Article 33, 34
Directive95/46/EC EEEMESE AL

= DataProcessing and Protection

Regulation: ! Regulaion: ! Regulation: E Regulation of
COM(2012) 11 final, B COM(2012) 11 final, [N COM(2012)11 final, [ conce%'lne P
2012/0011 (COD i 2012/0011 (COD i 2012/0011 (COD i Yy
. . ‘ Obligationsof ‘ Obligationsof .
e L BE DRI [E6: Controller Processor ! = Transfer of Data
Articles: 11 -21 | Articles22- 25 } Articles 26 :

Figure 3: Combined Business and legal (CBL) framework for e-Authentication and e-Authorisation

The above combined framework has been used throughout the document for analysing the business as
well as the legal aspects of the use cases. Actors and activities for each case have been identified and
mapped to the framework. Since the deliverable focuses on e-Authorisation and e-Authentication of
sensitive data, regulations and legislations related to electronic identification and trust services for
electronic transactions have been considered. Regulations can vary from country to country. A differ-
ent set of regulations have been considered for the biosecurity case, since the organisations involved
are governed by Australian commonwealth, state and territory laws, depending upon the situation and

jurisdiction.
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4 Regulatory Framework for the AAL use case

The need for secure and trustworthy cross border online services is steadily on the rise. This need is
catalysed by mobility on one hand and flexibility of citizens and businesses on the other. Technologi-
cal transition is further helping the establishment of digital economies and administrations.

The Digital Agenda for Europe [1] identifies existing barriers to Europe’s digital development and
proposes legislation on e-signatures (Key Action 3) and the mutual recognition of e-identification and
authentication (Key Action 16), establishing a clear legal framework so as to eliminate fragmentation
and the lack of interoperability, enhance digital citizenship and prevent cybercrime [1].

4.1 European approach towards e- signatures

4.1.1 Market Fragmentation

According to CROBIES study [2], the European harmonisation brought about by the e-signatures
Directive is imperfect and incomplete, resulting in market fragmentation. Some of the main problems
identified include

o Different interpretations of the current Directives leading to cross-border interoperability
problems

e Qutdated standards leading to a highly complex standardization framework

e Vague Directive on supervision obligations leading to a lack of trust as the effectiveness of
supervision regimes is unclear.

4.1.2 Interoperability Challenges

The usage of electronic identification is stunted by use of different technological solutions leading to
interoperability issues. This can also lead to difficulty in exchanging electronically signed documents
across organisations as well as across member states/countries with differing regulations and stand-
ards

4.1.3 Reliability check

There is no framework of reference for determining the reliability of the entity that issued the elec-
tronic identification, the legal certainty on the cross-border use of electronic identification or a clear
liability for the correctness of the ID when it is used as electronic representation of a person. It is cur-
rently almost impossible for users to use a single electronic identification for accessing cross-border
online services. Additionally, electronic identification can be issued by private or public sector parties
and may be issued for a specific sector such as e-Banking, e-Health etc. The absence of a general
framework for electronic identification and authentication for recognition and acceptance of the elec-
tronic identification outside its context makes it hard, mostly due to liability and data protection chal-
lenges.

4.1.4 High costs for cross-border legal compliance

Lack of a common European framework can lead to problems such as incurring of high costs by relat-
ed trust service providers for ensuring technical compliance with the rules of the country of destina-
tion and obtain guarantees with respect to trustworthiness of foreign electronic identification, authen-
tication and signature tools.
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Legislation ensuring the mutual recognition of electronic identification and authentication across the
EU and review the Directive on Electronic Signatures [3] is also a key action in the Single Market
Act, for the realisation of the digital single market. The Roadmap for stability and growth underlines
the key role for the development of the digital economy of the future common legal framework for the
mutual recognition and acceptance of electronic identification and authentication across borders.

The proposed legal framework, consisting of a ‘Regulation of the European Parliament and of the
Council on electronic identification and trust services for electronic transactions in the internal mar-
ket’ [4], seeks to enable secure and seamless electronic interactions between businesses, citizens and
public authorities, thereby increasing the effectiveness of public and private online services, e-
business and electronic commerce in the EU.

The existing EU legislation, namely Directive 1999/93/EC on a ‘Community framework for electronic
signatures’, essentially covers electronic signatures only. There is no comprehensive EU cross-border
and cross-sector framework for secure, trustworthy, and easy-to-use, electronic transactions that en-
compasses electronic identification, authentication, and signatures.

The aim is to enhance existing legislation and to expand it to cover the mutual recognition and ac-
ceptance at EU level of notified electronic identification schemes and other essential related electronic
trust services. Table 3 summarises the EU policy approach towards e-Signatures, e-Authentication as
well as e-ldentification [5].

e-Signatures transpose the rich semantics of handwritten signatures into the electronic world. Because
a signature is a symbolic representation of an individual, the keystone of the e-Signature Directive is a
strong intertwining between electronic signatures, authentication and identification. E-Signature is
defined as data in electronic form logically associated with other electronic data, which in turn serves
as a method of authentication. An ‘advanced’ signature is an e-Signature capable of identifying the
signatory. The intertwining is reinforced by the reliance of e-Signature and e-ldentification on the
same technology.

New rules are proposed to enable cross-border and secure electronic transactions in Europe. The Reg-
ulation on electronic identification and trust services for electronic transactions in the internal market
was adopted by the Commission in June 2012. The 3 April 2014 the European Parliament adopted its
position at first reading, and communicated it to the Council for approval and adoption by the co-
legislators [6].

Electronic identification (e-ID) and electronic trust services (e-TS - namely electronic signatures,
electronic seals, time stamp, electronic delivery service and website authentication) are inseparable by
essence when analysing the requirements needed to ensure legal certainty, trust and security in elec-
tronic transactions.

In this regard, the draft regulation proposes to:

e ensure that people and businesses can use their own national electronic identification schemes
(e-1Ds) to access public services in other EU countries where e-1Ds are available.

e create a European internal market for e-TS by ensuring that they will work across borders and

January 7, 2015 Business and Legal Analysis 20




FP7-ICT 611659 AU2EU Deliverable D1.3.1

have the same legal status as traditional paper based processes. Only by providing certainty
on the legal validity of all these services, businesses and citizens will use the digital interac-
tions as their natural way of interaction.

e-ID and e-TS, both elements of the Regulation, will create a predictable regulatory environment to
enable secure and seamless electronic interactions between businesses, citizens and public authorities.
This will increase the effectiveness of public and private online services, e-Business and electronic
commerce in the EU.

An Action Plan on e-Signatures and e-Identification has been adopted in 2008, with the aim to remove
interoperability barriers.

4.2 Historical Overview: Information technology and its impact on data protec-

tion legislation
A summary of the history vis a vis information technology developments [7] and its implication on
data protection legislation follows [8]:

1. 1970s: The first data protection laws have been created in a period where computers were
used by few, and primarily state-run data controllers. There was a threat that the state, by
connecting various registries, would gain an informational superpower over the individual,
therefore the intention of the first data protection laws was to prevent abuse of personal data
and to ensure for example the right of access and rectification. Obligations concerning regis-
tering the databases containing personal data appear within this generation of data protection
laws. In 1970 the German federal state of Hessen adopted the first law on the protection of
personal data in the world. It was followed by Sweden (1973), Germany (Federal Act, 1977),
France (1978) and other countries. Three countries included data protection among their con-
stitutionally guaranteed rights (1976 Portugal, 1978 Spain and 1978 Austria).

2. 1980s: The international developments, however, gradually showed that the protection of per-
sonal data cannot be addressed exclusively at the national level only. In the beginning of the
80s the Council of Europe and the OECD issued data protection regulations. At this time
cross-border flows of personal data could be considered as discrete events, with data travel-
ling in bulk between identified parties. Data transfers would occur, e.g., in large batches by
means of physical devices like tapes for processing. International data banks were just emerg-
ing, and the Internet was still in its infancy with commercial usages prohibited. In 1983 the
German Federal Constitutional Court census decision (Volksz&hlungsurteil) ruled that the
"basic right warrants [...] the capacity of the individual to determine in principle the adiscl
sure and use of Thissformatianal splfedetesninatianl concdnératesaon 0O
the specific rights for the individual concerning the whole process of personal data processing
and influenced the data protection legislation in the following years, even up to this point in
history. In order to further unify Europe, the Single European Act was signed in 1987 with the
aim of eventually creating a "single market" for trade. Europe was further unified in 1989
with the elimination of the boundary between Eastern and Western Europe - the Berlin Wall.

3. 1990s: Throughout the 1990s, the "single market" idea emerged to support easier trade, more
citizen interaction on issues such as the environment and security, and easier travel through
the different countries. The EU Data Protection Directive (EU DPD, EU Directive 95/46) was
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drafted before the World Wide Web (WWW) was invented; designed for a world in which da-
ta processing took place in comparatively few, easily identifiable locations, usually with
mainframe computers. The technological changes of the period — the appearance of personal
computers, and their subsequent connection to networks — decreased the regulation of tech-
nology. Regulations became increasingly abstract and less technology-specific. The compu-
ting moved on from the isolated personal computer to the world of networked computers.
General data protection laws were complemented and clarified by many other data regula-
tions.

4. Since 2000: Since the adoption of EU Directive 95/46 on Privacy protection, new technologi-
cal developments like cloud computing and social networks etc. took place, for example
Google (1997), Skype (2003 Beta Public release), Facebook (2004). The globalisation led to
less trade barriers and an increase in international and cross border data transfers. Processing
of data upgraded to a worldwide scale. On the other hand the increase of terrorism and other
forms of international organised crime has caused an increase in international judicial activi-
ties, supported by an enormous exchange of information for law enforcement purposes.

4.3 The European Data Protection Directive 95/46

4.3.1 Objectives

The original purpose of the EU DPD was not only to increase data privacy protection within the Eu-
ropean Union, but also, as an integral part of EU policy, to promote trade liberalisation and ensure
that a single integrated market was achieved. In other words the processing of personal data (within
the EU) may not hinder the furtherance of the Internal EU market.

The two equally important objectives of the Directive expressed in Article 1 and reflected by the title
are:

1. to protect the fundamental rights and freedoms of individuals with respect to the processing of
their personal data; and

2. to facilitate the free movement of personal data between Member States with regard to the In-
ternal Market.

In addition the standard of data protection regarding transfers from Europe to other countries should
not be weakened by for example one EU Member State allowing more easily transfers to third coun-
tries than others.

4.3.2 Content

The Directive is mainly based on the contents of the Council of Europe Convention No. 108 [9]. It

establishes general rules on the lawfulness of personal data processing and rights of the people whose

data are processed (‘data subjects’). The Directive shall applytofit he processing of p
wholly or partly by automatic means, and to the processing otherwise than by automatic means of
per sonal data which form part of a filing systen

The Directive also provides that at least one independent supervisory authority in each Member State
shall be responsible for monitoring its implementation. The Directive regulates in detail the right for
data subjects to receive information about collected data and right of access to their data, and includes
a right to object in specified cases.
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In addition the Directive obliges the data controller (the one that controls the contents and use of per-
sonal data), to notify the supervisory authority about data processing and also includes requirements
for judicial remedy, liability and sanctions. It requires the data controller to implement technical and
organisational measures for secure and confidential processing of the data.

Another novelty is the concept of the “adequate level of protection” regulating transfer of data to third
countries (see Section 4.4.3).

4.3.3 Implementation

The Directive had to be implemented by October 1998 into national law. This was not the case, as
only few states implemented it on time. The Directive allows Member States to adopt legislative
measures to restrict the scope of the obligations and rights under defined circumstances. Recital 9
recognises possible disparities due to the margin of manoeuvre of the Member States in implementing
the Directive. Certain countries have, more or less, translated the European text as such or with only
minor modifications, whereas others have modified the structure, added new definitions or principles
or sometimes adopted sectoral or specific legislation. All these considerations create problems for
comparison between the different national regimes. Therefore the decision was taken to ‘promote’ the
regulatory approach towards data protection within the EU from Directive to Regulation (see Section
4.5).

4.4 Other Legal Instruments
The creation of a number of separate aspects/approaches that have grown to become more important
since their inception through the 1995 Directive will be dealt with in the following Subsections.

4.4.1 European Data Protection Supervisor

In 2002 an independent EU supervisory authority was implemented — the European Data Protection
Supervisor (EDPS) [10] with the responsibility to monitor the processing of personal data by the
Community institutions and bodies, to advise the European Commission and to cooperate with other
data protection authorities in the Article 29 Working Party.

4.4.2 Article 29 Data Protection Working Party

The Working Party [11] has been established by Article 29 of Directive 95/46/EC. It is the independ-
ent EU Advisory Body on Data Protection and Privacy. Its tasks are laid down in Article 30 of Di-
rective 95/46/EC and in Article 15 of Directive 2002/58/EC. The Working Party is composed of a
representative of the supervisory authority or authorities designated by each Member State, a repre-
sentative of the European Data Protection Supervisor and a representative of the European Commis-
sion. A key task of the Working Party is to advise the Commission and to promote the harmonisation
of data protection within the European Union through co-operation between data protection supervi-
sory authorities. The group meets usually five times a year in Brussels for two days of meetings.

4.4.3 Safe Harbour

Article 25 of the EU DPD prohibits Member States from transferring data to a third country unless the
third country ensures an adequate level of protection [12]. A dialogue between the US and the Euro-
pean Commission began before the EU DPD entered into force with the twin goal of ensuring high
data protection standards while maintaining the free flow of data across the Atlantic. The talks have
led to the definition of the so-called "safe harbour™ arrangement.
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Although participation in the "safe harbour" is optional, its rules are binding for those US companies
that decide to join, and compliance with the rules is backed up by the law enforcement powers of the
Federal Trade Commission. US businesses that agreed to the arrangement would be viewed as being
in compliance with the adequacy requirement of the EU Directive. The final approval of the “Safe
Harbour Privacy Principles” was released on July 27, 2000 [13].

4.4.4 Directive on privacy and electronic communications

The Directive on privacy and electronic communications applies to the processing of personal data in
connection with publicly available electronic communications services in public communications
networks in the Community. The first version of 1997 was updated in 2002 as Directive 2002/58/EC.
It regulates areas which were deemed not sufficiently covered by the EU DPD, such as confidentiali-
ty, billing and traffic data, rules on spam, etc.

The two directives created a general and technology neutral system of data protection in all EU Mem-
ber States.

4.4.5 Reform of data protection rules

For harmonisation reasons the European Commission has proposed a major reform of the EU legal
framework on the protection of personal data. The new proposals will strengthen individual rights and
tackle the challenges of globalisation and new technologies. The proposal for a General Data Protec-
tion Regulation was published in January 2012 [14]and agreed upon by the European Parliament in
May 2014 [15].

4.5 EU Data Protection Regulation

As already mentioned, see previous Section, on January 25 of 2012 the European Commission pro-
posed a Data Protection Regulation that is directly applicable to all EU Member States, in order to
harmonise data protection laws in Europe. The proposed Regulation broadly corresponds to the exist-
ing EU DPD, although certain elements have been clarified or extended. An overview of the major
changes is given:

e Additional definitions have been added, such as "personal data breach"”, "data concerning
health”, and the definition of "consent™ is changed, which includes a requirement for consent
to be "explicit". Explicit consent is shown either by a statement or by a clear affirmative ac-
tion, which signifies agreement to the processing; the burden of proof is on the data control-
ler.

e For data subjects in addition to the rights of access and rectification, the proposed Regulation
contains new rights:

o the right to be forgotten,
o the right of data portability and,
o the right not to be subject to a measure based on profiling.

e An accountability principle for controllers is included which establishes a comprehensive re-
sponsibility and liability of the controller. Controllers will have to prove that they have been
provided with consent. Controllers and processors are required to designate a data protection
officer. This will be imposed on all public bodies and any private enterprise employing more
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than 250 people. A general requirement is posed on controllers (with the full support of their
processors) to notify EU data protection authority of data breaches without undue delay and,
where feasible, within 24 hours of awareness. Controllers may also have to notify individuals
under certain conditions.

o Data processors have many direct obligations under the Regulation, e.g. assisting with impact
assessments, implementing technical and organisational measures, maintaining documenta-
tion on processing activities and informing the controller immediately after establishing that
there has been a data breach. Data processors also need the controller’s prior permission to
appoint a sub-processor.

e Transfers of data outside the European Union will still be permitted where adequate protec-
tion is established, including through the use of binding corporate rules for controllers and
processors as a means of legitimising international data transfers outside the EEA, standard
data protection clauses or rulings of adequacy by the European Commission. Data controllers
outside the EU whose processing activities relate to the offering of goods and services to, or
monitoring the behaviour of, data subjects residing in the EU are affected by the Regulation.

e A new sanctions regime is included, which sets out a harmonised and consistent approach to
penalising controllers, their representatives and/or processors for infringements. The Regula-
tion establishes a tiered approach to penalties for breach which enables DPAs to impose fines
of up to 2% of annual worldwide turnover.

e A new supervisory body, the European Data Protection Board, will supersede the existing Ar-
ticle 29 Working Party. There are a lot of provisions in the proposed regulation that are likely
to change due to practical, technical and commercial practicality reasons and the final regula-
tion will likely be an improved data protection regimes which balances data protection needs
with the concerns of the cloud industry. The Commission will seek to have European Parlia-
mentary approval of the Regulation by the end of 2012, which could mean a new Data Protec-
tion Regulation, may be in force sometime in 2013.

4.6 EU Policy Challenges

Electronic authentication and authorisation services (also referred to as electronic Identification, Au-
thentication, Signature and electronic related trust services in the proposal for a Regulation of the
European Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market) [6] are pre-requisites to a wide range of electronic interactions
such as e-health services, e-banking and e-government. Although, a regulatory framework for elec-
tronic signatures has been developed at the EU level, there is lack of specific framework for mutual
recognition and acceptance of electronic authentication and electronic authorisation. One could state
that AU2EU is a project to help identify and solve these issues.

4.7 Legal Key Words and Definitions

For the purposes of the legal analysis of the case studies, the following keywords have been shortlist-
ed from various EU legal documents. These Keywords have been defined and later categorised and
mapped to the respective Regulations. Please refer to Appendix C for the full list of keywords and
definitions:
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Table 2: Key words with definitions

Key Words Definitions

Electronic An electronic process that allows the validation of the electronic identification of
Authentication a natural or legal person; or of the origin and integrity of an electronic data;
electronic The process of using person identification data in electronic form unambiguously
identification’ representing a natural or legal person;

signatory A natural person who creates an electronic signature;

electronic signature Data in electronic form which are attached to or logically associated with other

electronic data and which are used by the signatory to sign;

trust service provider | A natural or a legal person who provides one or more trust services;

trust service Any electronic service consisting in the creation, verification, validation, handling
and preservation of electronic signatures, electronic seals, electronic time stamps,
electronic documents, electronic delivery services, website authentication, and
electronic certificates, including certificates for electronic signature and for
electronic seals;

Data subject An identifiable person who can be identified, directly or indirectly, in particular
by reference to an identifier such as a name, an identification number, location
data, unique identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social or gender identity of
that person;

representative Any natural or legal person established in the Union who, explicitly designated
by the controller, represents the controller with regard to the obligations of the
controller under this Regulation;

processor A natural or legal person, public authority, agency or any other body which
processes personal data on behalf of the controller;

controller The natural or legal person, public authority, agency or any other body which
alone or jointly with others determines the purposes and means of the processing
of personal data; where the purposes and means of processing are determined by
Union law or Member State law, the controller or the specific criteria for his
nomination may be designated by Union law or by Member State law;
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Key Words Definitions

third party Any natural or legal person, public authority, agency or any other body other than
the data subject, the controller, the processor and the persons who, under the
direct authority of the controller or the processor, are authorized to process the
data;

third country Any country outside of the EU either under EU Commission decision as a
country that has equivalent data protection or, under an agreement dictated by
Safe Harbour Principles;

electronic delivery | A service that makes it possible to transmit data by electronic means and provides
service evidence relating to the handling of the transmitted data, including proof of
sending or receiving the data, and which protects transmitted data against the risk
of loss, theft, damage or any unauthorised alterations;

processing Any operation or set of operations which is performed upon personal data or sets
of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, erasure or destruction;

personal data Any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, unique identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or
social or gender identity of that person;

validation data Data which is used to validate an electronic signature or an electronic seal.

product Hardware or software, or relevant components thereof, which are intended to be
used for the provision of trust services;

4.8 ldentifying and Mapping Legal Actors to Corresponding Roles and Regula-
tions: Legal Framework

With the introduction of evolving new technologies in the electronic space, online and electronic ser-

vices will soon be integrated into all kinds of service delivery, be it for government or private organi-

sations. Electronic delivery has the potential to underpin all other delivery channels, providing con-

sistent services within as well as across borders. The legal framework will provide guidance to gov-
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ernment and private agencies, sectors as well as jurisdictions in authenticating the identity of party to
a needed or desired level of acceptance and confidence, notably aimed at (public) e-health issues.

Legal Framework

4.8.1 Objectives
Obijectives of the framework:

To ensure that approaches to e-Authentication of identity and e-Authorisation balance the un-
derlying risk with the need for ease of use on behalf of both parties,

To enhance confidence of parties (government or private) in electronic dealings,

To provide consistency in processes for e-Authentication and e-Authorisation of identity in
order to increase efficiency,

Maximise the ease-of-use for all parties involved in terms of e-Authentication and e-
Authorisation processes,

To provide agencies with the tools to determine the most appropriate approach to the e-
Authentication of identity and e-Authorisation;

To ensure application of due diligence when determining authentication and authorization ap-
proaches.
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Table 3: Mapping of Actors to Roles and Regulations

Actors

Rights/ Responsibilities

Deliverable D1.3.1

Associated Regulation

Data Subject

e The rights include

e The provision of clear and easily understandable information regarding the
processing of his or her personal data

e The right of access, rectification and erasure (‘right to be forgotten) of their
data

e The right to obtain data
e The right to object to profiling

e The right to lodge a complaint with the competent data protection authority
and to bring legal proceedings

e The right to compensation and damages resulting from an unlawful processing
operation.

e The right to data portability

As per Regulation (EU) 910/2014, OJ L
257, 28.08.2014, p. 73-114

e Electronic Identification: Articles
6,7,8,9, 10, 11, 12

e Electronic Signature: Articles 25 to
34

e Electronic Documents: Article 46

As per COM(2012) 11 final , 2012/0011
(COD)

o Data protection: Article 23

o Data security: Article 30

Data Controller

The controller shall adopt appropriate policies and implement appropriate and demon-
strable technical and organisational measures to ensure and be able to demonstrate in a
transparent manner that the processing of personal data is performed in compliance
with this Regulation, having regard to the state of the art, the nature of personal data
processing, the context, scope and purposes of the processing, the risks for the rights
and freedoms of the data subjects and the type of the organisation, both at the time of

As per COM(2012) 11 final , 2012/0011
(COD)

e Controller: Articles 22, 23, 24
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Actors

Rights/ Responsibilities

Deliverable D1.3.1

Associated Regulation

the determination of the means for processing and at the time of the processing itself.

The controller shall be able to demonstrate the adequacy and effectiveness of
the measures

The controller shall have the right to transmit personal data inside the Union
within the group of undertakings the controller is part of, where such pro-
cessing is necessary for legitimate internal administrative purposes between
connected business areas of the group of undertakings and an adequate level of
data protection as well as the interests of the data subjects are safeguarded by
internal data protection provisions or equivalent codes of conduct as referred
to in Article 38

As per COM(2012) 238 final , 2012/0146
(COD)

e Electronic Identification: Articles
56,78

e Electronic Signature: Articles 20 to
27

e Electronic Documents: Article 34
e Data protection: Article 23

o Data security: Article 30

Data Processor

Where processing is to be carried out on behalf of a controller, the controller
shall chose a processor providing sufficient guarantees to implement appropri-
ate technical and organisational measures and procedures in such a way that
the processing will meet the requirements of this Regulation and ensure the
protection of the rights of the data subject, in particular in respect of the tech-
nical security measures and organisational measures governing the processing
to be carried out and shall ensure compliance with those measures.

The carrying out of processing by a processor shall be governed by a contract
or other legal act binding the processor to the controller. The controller and the
processor shall be free to determine respective roles and tasks with respect to
the requirements of this Regulation, and shall provide that the processor shall:

As per COM(2012) 11 final , 2012/0011
(COD)

Processor: Articles 26 to 29

As per COM(2012) 238 final , 2012/0146
(COD)

e Electronic ldentification: Articles
5,6,78

o Electronic Signature: Articles 20 to

January 7, 2015

Business and Legal Analysis

30




FP7-ICT 611659 AU2EU Deliverable D1.3.1

Actors Rights/ Responsibilities Associated Regulation

(a). process personal data only on instructions from the controller, unless 27

otherwise required by Union law or Member State law;
o Electronic Documents: Article 34

(b). employ only staff who have committed themselves to confidentiality _ _
or are under a statutory obligation of confidentiality;  Data protection: Article 23

(c). take all required measures pursuant to Article 30; o Data security: Article 30

(d). determine the conditions for enlisting another processor only with the
prior permission of the controller, unless otherwise determined.

(e). insofar as this is possible given the nature of the processing, create in
agreement with the controller the appropriate and relevant technical
and organisational requirements for the fulfilment of the controller's
obligation to respond to requests for exercising the data subject’s
rights laid down in Chapter II;

(f). assist the controller in ensuring compliance with the obligations pur-
suant to Articles 30 to 34;

(9). return all results to the controller after the end of the processing, not
process the personal data otherwise and delete existing copies unless
Union or Member State law requires storage of the data;

(h). make available to the controller all information necessary to demon-
strate compliance with the obligations laid down in this Article and al-
low on-site inspections;

e The controller and the processor shall document in writing the controller's in-
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Actors Rights/ Responsibilities Associated Regulation

structions and the processor's obligations

o 4. If a processor processes personal data other than as instructed by the con-
troller or becomes the determining party in relation to the purposes and means
of data processing, the processor shall be considered to be a controller in re-
spect of that processing and shall be subject to the rules on joint controllers
laid down in Article 24.

Third Party Any party that does not have access to (personal) data except on the basis of either a | As per COM(2012) 238 final , 2012/0146
public legal obligation or a contract between authorised parties (COD)

e Electronic ldentification: Articles
56,78

e Electronic Signature: Articles 20 to
27

e Electronic Documents: Article 34
o Data protection: Article 23

e Data security: Article 30

The above table presents the roles and responsibilities associated with the each actor of a business process and the legal legislations and regulations concerned

with their roles and responsibilities.
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5 Use case: e - Health / Ambient Assisted Living

5.1 Use case: AAL Customer Registration

Increasing use of electronically authenticated and authorised electronic platforms for replacing paper
based processes are of strategic importance for achieving efficient and sustainable growth objectives
for organisations, especially in the healthcare sector. For this use case the focus will be on the current
paper-based customer registration process of a Home Emergency Call Centre (e.g. DRK Heidelberg)
and the effectiveness and cost benefit for introducing an electronic platform to replace the process will
be analysed. First, an electronic platform significantly improves the security and safety of highly sen-
sitive patient data by introducing means for electronic authentication and electronic authorisation. It
also saves cost and time by improving efficiency of HEC employees. Finally, it improves quality and
integrity of customer data upload, as well as efficiency and convenience in data accessibility for regis-
tration process.

There is a need to identify better and more efficient practices and make them available at a single
point of access. Hence, to investigate what works well and what does not, this report explores thor-
oughly the existing paper-based AAL customer registration process and elaborates in detail on the
value proposition for introducing an electronic platform with e-Authentication and e-Authorisation to
replace the existing process.

5.1.1 Situational Analysis

The operator of a Home Emergency Call Centre (HEC) (e.g. DRK Heidelberg) provides 24/7 Tele-
Care and Ambient Assisted Living (AAL) Services to home-based patients. This includes the installa-
tion and maintenance of the home emergency call infrastructure and AAL system packages and the
coordination of Health/Home Care Service Providers for its customers. Providing home emergency
call and eHealth/AAL services requires the acquisition, processing and administration of personal
data. The acquisition of service relevant customer data is part of the customer registration process that
is performed at least once for every new customer.

The following section describes the current way in which customers are registered, the proposed new
situation, and the value proposition for the new situation.

5.1.1.1Current situation

The customer registration process is based on the customer's request and is usually executed by a field
representative of the Home Emergency Call Centre (eHealth/AAL Service Provider) during a custom-
er appointment at the customer's location. Considering the high sensitivity and the confidentiality of
the customer's personal data that is acquired in the initial process, such as medical history or current
medication, bank and insurance details, having a personal contact to the customer is mandatory to
ensure the required level of trust between customer and AAL Service Provider.

During the registration process the customer has to provide sensitive personal information on various
topics such as: health and medical records, medication, home doctor, contact data of relatives, home
care service providers, and other relevant data that is required for potential emergencies, etc. This
information is written down, and has to be verified and confirmed with the customer by providing
his/her signature on the eHealth/AAL service contract in twofold. Usually, the field representative
then directly installs and configures the AAL system at the customer's home.
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Thereafter, the field representative has to report back to the HEC where he has to type the written
customer data from the registration forms to the customer database of the HEC. After this process, the
initial paper version of the customer data form is stored for at least 10 years at HEC office. The cus-
tomer is given one copy of the signed contract and the registration process is completed. The current
scenario is depicted in Figure 4.

Customer Registration Process Flow

Step 1: The Customer calls the HEC for setting up of an AAL system at their home or loca-
tion of preference. The HEC operator fixes an appointment with the customer after collecting
the customer name, address and contact number (telephone or mobile) and generates a ticket
through a ticket system using the customer data.

Step 2: The HEC operator dispatches a field representative (FR) to the customer's house with
the customer details, contract documents and customer information sheet

Step 3: The FC provides the customer with a brief description of the AAL contract and the
AAL system. If the customer is ready for the AAL system, FC explains the contract in detail
and signs the contract with the customer. The FC checks the existing telephone lines and in-
frastructure for compatibility with the AAL system and installs it at the customer's house. He
also collects detailed information about the customer including personal information like
name, contact details, address, medical history, current medication (if any), contact details of
relatives, neighbours as well as current ambulant service providers, insurance and/or bank de-
tails, list and contact of home doctors among others. This is highly sensitive data which is
filled in a paper form and no copy is given to the customer.

Step 4: The FC travels back to the HEC office and enters the customer registration details into
the HEC database himself. None of the documents are scanned and uploaded into the database
and they are stored at HEC office under safe conditions for maximum 10 years.

Step 5: Once the data is uploaded on the database, another HEC official checks the data for
validity and plausibility and approves the customer registration. This is the final step of the
customer registration process.
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5.1.1.2New Customer Registration Process Proposal

In the new situation an e-Authentication and e-Authorisation platform is adopted which enables HEC
to confidentially store and transfer customer data electronically. Figure 4 shows the current customer
registration process in the case of HEC as the AAL service provider. By adopting the AU2EU e-
Authentication/e-Authorisation platform, the customer registration process runs differently as the field
representative registers customer data remotely on a mobile device (e.g. a tablet) instead of using a
paper form, and transfers the customer data automatically to the Home Emergency Call server located
at DRK HEC.

Thus, Figure 5 shows that, when the customer requests a registration, the AAL service provider dis-
patches a field representative. This field representative gathers the customer’s personal data including
health information which is highly sensitive and requires to be secured and protected through proper
means of authentication and authorisation. Therefore, a secure connection between the mobile device
and the AU2EU e-Authentication/e-Authorisation platform server has to be established, and the field
representative has to authenticate with the server. In addition, the terminal the representative is using
for entering customer data has to be secure and its trustworthy status has to be verifiable at any time.
Having a secure terminal together with encrypted channels to the AU2EU e-Authentication/e-
Authorisation platform servers and finally a privacy-aware computation of the data on the server,
build a chain of trust to guarantee each customer that sensitive personal data is handled in good faith
and with due diligence.

Through this secured connection, the customer data can directly be entered into HEC’s customer da-
tabase by the field representative. Then, the server generates the contract details (accounting infor-
mation, pricing, insurance coverage, etc.) and transfers it to the mobile device of the field representa-
tive. To conclude, the mobile device presents a signature field which finalises the registration process.
A digital copy of the contract is mailed to the email address of the customer or a paper based copy is
provided in case the customer doesn't have access to internet connection or an email address. As usu-
al, the field representative then directly installs and configures the AAL system at the customer's
home. A possible addition to the AU2EU e-Authentication/e-Authorisation platform services is the
option to retrieve personal data from external data sources (e.g. hospitals for medical records and the
municipality for housing and general contact details, or from the AAL system analysis server, to
check the activity of AAL sensor devices).
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5.1.2 Mapping the Combined Business and Legal (CBL) framework to AAL customer registra-
tion use case

To carry out the business as well legal analysis of the AAL customer registration use case, the pro-

posed customer registration process was mapped to the Combined Business and Legal (CBL) frame-

work from section 3.3. The CBL framework, including this mapping, is given in Figure 6.

KEY STEPS: ACTIVITIES:
STEP 1 IDENTIFICATION OF ACTORS AND ACTIVITIES
Data Subject ‘ Data Controller ‘ Prcli:f;sor
i 3 (DEEH 3 (Databage Providers)
Dataflow ~ "ttee,, | L o] ; 7
between Actors 'f) ROt Y .................. e
STEP 2 VALIDATION OF DATA SENSITIVITY
Low Data Medium Data
Sensitivity Sensitivity
STEP 3 IDENTIFICATION AND APPLICATION OF APPROPRIATE REGULATIONS for e-AUTHENTICATION &
e-AUTHORISATION
Regulation (EU) 910/2014, OJ L 257, 28.08.2014, ql1128 COM(2012) 11 final ,2012/0011
= Electronic Identification: Articles: 6,7,8,9, 10, 11, 12 (COD) '
= Electronic Signature: Articles 25 to 34 0 DremnGiEeRAGEE 2
= Electronic Documents: Article 46 = Datasecurity: Article 30, 31, 32
Directive 95/46/EC = Dataprotection: Article 33, 34
= DataProcessing and Protection
Regulation: 3 Regulaion: 3 Regulation:
COM(2012) 11 final , ; COM(2012) 11 final , ; COM(2012) 11 final ,
2012/0011 (COD ' 2012/0011 (COD ' 2012/0011 (COD
Rights of DataSubject Obligationsof Obligationsof
; Controller ; Processor
Articles: 11 - 21 3 Articles 22- 25 Articles 26

Figure 6: Mapping of AAL customer registration process components to CBL model

Mapping the CBL framework to the AAL registration process provides an overview of the activities,
actors, action and the legal rights and regulations binding the various actors. In this case, the main
activities involve data sharing. The data that is shared has been categorised according to its level of
sensitivity and the levels of e-Authentication and e-Authorisation procedures are proportional to the
level of data sensitivity. The higher the sensitivity, the higher is the risk involved and this will lead to
implementation of restricted e-Authentication and e-Authorisation procedures. The regulations per-
taining to electronic transactions have been selected for this use case. These include rights and obliga-
tions of data subject, data controller, data processor and third party. The legislations have been men-
tioned as articles in the Figure 6.

5.1.2.1dentification of Actors
The actors of the AAL customer registration use case have been categorised into three distinct groups.
The customer is the data subject or the data owner. The DRK home emergency call coordinator is the
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data controller and gets into a legal binding with the data subject through a contract. The DRK field
representative is an employee of DRK HEC, hence he is considered as the data controller itself. The
database services are rented by DRK from Bosch and Tunstall, who are data processors. Thus the
database as well as the AU2EU e-Authentication/e-Authorisation platform, in this case, has been con-
sidered as the data processor. Table 4 provides the categorisation of the actors according to the CBL
model. External data sources can be data controllers or data processors depending on the relation to
the actor hiring their services. For example, if an external data source service (e.g. a Third Party Ser-
vice) is hired by a data controller, then the external data source service provider will be considered as
a data controller. Thus, the AAL service provider can also be considered as a data controller or a data
processor.

Table 4: Actors' data role

Actors Data Subject | Data controller Data processor Third Party

1 Customer/Patient X
2 Field Representative X
AU2EU e-
3 Authentication/e- X

Authorisation platform

4 AAL service provider X X

5 External Data Sources X

5.1.3 Business Analysis

Impact on factors that drive business process management

The factors that drive a business process have been categorised into two main groups- quantitative and
gualitative factors.

Quantitative Factors

e Productivity: The introduction of an electronic platform can have major impact on the staff
productivity of the HEC by helping the organisation to transition from tedious paper and
manual processes to a highly efficient and secure electronic environment. It enables the HEC
field representative to efficiently capture and process the highly sensitive personal data to an
online database directly instead of printing the documents, manually filling it and then enter-
ing it onto the database. This helps in streamlining the documentation process, thus driving
data consistency.

January 7, 2015 Business and Legal Analysis 39




FP7-ICT 611659 AU2EU Deliverable D1.3.1

Cost: Organisations seek various ways to reduce costs and increase profit margins. There are
definite advantages of introducing an electronic platform in an organisation when costs are
considered. Keeping paper records and buying office stationery paper, printing and document
storage costs the organisation money. Moreover, the e-Authentication and e-Authorisation
process reduces the overall travelling expenses and stationary costs of HEC.

o Employee expenses: Registration time can be reduced considerable through the e
AUZ2EU e-Authentication/e-Authorisation platform. It cuts employee costs in terms of
working-hours; since less time is spend on manually entering the data in HEC data-
base. This could enable the employees to work on other requirements, and focus more
on quality.

o storage expenses
o stationery expenses
o travel expenses

o printing expenses

Qualitative factors

Quality: The introduction of the AU2EU e-Authentication/e-Authorisation platform can have
major impact on the quality of the work. The AU2EU e-Authentication/e-Authorisation plat-
form increases the accuracy of customer data by enabling direct upload of customer data onto
the DRK server/database. This includes an initial legible, complete documentation that facili-
tates accurate coding and billing. It facilitates real-time quality patient data upload as well as
quick access to patient records from remote locations for more efficient and coordinated care.

Risk: Security is of major importance whenever health data is concerned. Maintaining paper
documentation of highly sensitive personal data of customers can raise serious concerns of
data protection and data security risks. An electronic platform can replace paper based pro-
cesses and make the transaction and data sharing more secure and protected through adequate
e-Authentication and e-Authorisation procedures. In addition to this, the AUZ2EU e-
Authentication/e-Authorisation platform also provides improved transparency, increased visi-
bility and allows identification of the legally responsible person in the process.

Value proposition

There are some major advantages in AAL customer registration when using mobile electronic devices
like tablets and the e-Authentication and e-Authorisation platform for a controlled remote data regis-
tration, as compared to the use of paper forms.

Improved quality and convenience: The e-Authentication and e-Authorisation platform
provides better quality and convenience of patient care. This includes an initial legible, com-
plete documentation that facilitates accurate coding and billing. It facilitates real time quality
patient data upload as well as quick access to patient records from remote locations (e.g. cus-
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tomer’s homes) for more efficient care. There is a gain in quality for all stakeholders, since
the data is up-to-date and automatically synchronized.

Improved accuracy of customer data: Since the field representative uploads customer data
on AU2EU e-Authentication/e-Authorisation platform directly - this improves the accuracy of
the data stored online, since double manual data entry is error prone.

Increased practice efficiencies and cost savings: The use of tablets and e-Authentication
and e-Authorisation platform also improves the HEC’s efficiency. In the current situation, the
field representative has to fill in the forms at the customer’s home, after which an administra-
tive employee at the HEC has to manually submit this information from paper into the cus-
tomer database. Since this process is no longer required, it could save up to 30 min of the em-
ployee’s time. Besides, errors by manually typing over the customer information can be
avoided. Additionally, functionalities might be added that further improve the registration
process. For example, given the consent of the customer the field representative could retrieve
data from external data sources (e.g. hospitals for medical records and the municipality for
housing and general contact details). This does not only save time during the registration pro-
cess, it also reduces possible errors. Functionality might be added, when finalising the con-
tract, the server would verify the customer’s health insurance in order to check whether it
provides cost coverage. This would be an extra service to the customer.

Improved security: In the current situation the customer fills in a form which the field repre-
sentative has to take back to HEC, and another representative has to enter into the customer
database. During these steps, the form changes hands, which means more people get to see
the data, as a consequence this increases the chances of leaking information. In the new situa-
tion, this risk is reduced to a minimum as the data is directly entered into the customer data-
base through secured channels. Additionally, data stored in the current customer database is
not secured with proper e-Authentication and e-Authorisation methods which leaves the data
vulnerable to malicious software. The e-Authentication and e-Authorisation methods used in
the new situation protect the customer’s data in a better way, thus customers are more likely
to trust HEC and its services.

Table 5: Value proposition

Value proposition AAL service provider Customer/Patient

Security/Trust/ Safety | All sensitive personal information is | The improved security decreas-

directly transferred and stored securely | es the chances of personal in-
in the customer database. Therefore, | formation leaks. This improves
HEC can market its services as highly | the feeling of security and trust
trustworthy. in HEC and its services.

With multiple levels of authentication
and authorisation processes through
identification checks and passwords in
place, the platform provides high safety
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Customer/Patient

and security to the personal data of pa-
tients.

Additionally, lesser chances of misplac-
ing paper based patient documents

Effectiveness

Paper customer forms don’t have to be
typed into the customer database. This
can save up to 30min of the initial time
spent on a customer's registration.

In the future access to external data
sources which can provide personal cus-
tomer data can make the registration
process more efficient, and might reduce
mistakes.

External data saves a customer
time since he/she doesn't have
to provide the data himself.
Besides, it reduces mistakes
which improve the quality of
care a patient receives.

Practice Efficiency

The use of the platform makes the whole
registration process much more efficient.
The field representative does not have to
move to and from the customer’s house
to HEC for delivering the contract doc-
uments.

Cost Savings

The e-Authentication and e-
Authorisation process reduces the overall
registration process by at least 30
minutes. This reduces staff costs as well
as stationary costs of HEC

Adherence to legal
requirements

The platform will help HEC adhere to
legal requirements  through  e-
Authentication and e-Authorisation pro-
cedures for storing and sharing customer
data.

The online platform may pro-
vide higher transparency to
customers

Financial implications
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In order to estimate whether introducing an e-Authentication and e-Authorisation platform is viable,
the current situation is compared to the expectations and assumptions following from the
eHealth/AAL use-case.

e Cost reduction

In the current situation, the Field representative fills in the contract forms at the customer’s home,
then the Field Representative heads back to the HEC and manually submits this information from the
paper form into the customer database. When the AU2EU e-Authentication/e-Authorisation platform
is implemented there is no need to manually submit the contract information into the database, since
this information is directly uploaded into the database. Moreover, the field representative does not
need to drive back to the HEC. This means that he can visit the next potential customer directly after
completing the contract.

According to DRK it currently takes 30 minutes to manually submit the contract information into the
database. Total travel time back and forth between the HEC and the customer’s location is estimated
at 60 minutes. On average it is assumed that travel time can be reduced by 30 minutes, because the
field representative does not need to drive back to the HEC. The resource cost of a field representative
is approximately €20 per hour (salary + other organisation costs). Thus, for each registration €20 is
saved due to efficiency improvements. This adds up to €54.000 over a five year period.

o Faster growth

Currently DRK has approximately 1922 registered customers, and an average of 400 new registrations
per year for their AAL services in the Heidelberg area. This number is expected to increase exponen-
tially due to an aging society and increasing number of single households. Therefore, the number of
customer registrations is expected to grow annually with 15 %. However, as the e-Authentication and
e-Authorisation platform is adopted, this percentage is expected to be 20 % due to increased trustwor-
thiness and process efficiency. . This would lead to a total of almost 3000 new registrations between
2015 and 2019 (see Table 6). It should be noted that this assumption needs to be validated during or
after the pilot. There is no clear evidence yet that products or services like the AU2EU e-
Authentication/e-Authorisation platform will drive adoption, especially when you take the type of
end-users into account (elderly people).

Besides the savings on new registrations due to efficiency improvements, the AU2EU e-
Authentication/e-Authorisation platform also generates additional revenue. This is because the num-
ber of customer registrations is expected to grow faster, which means more revenue is generated from
subscriptions. Total additional revenue is estimated at around €170.000 over a 5-year period. Here it
is assumed that the average subscription period is 2,5 years and the monthly subscription fee is €40. It
is assumed that each registered person leads to an additional €8,- profit per month. Over a five year
period, the additional registrations lead DRK HEC to €34.000 additional profit (Table 6). Put together
with savings on new registrations, this would represent a value of €88.000 over a 5 year period.
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Table 6: Financial Implication

AAL case 1

Value proposition Assumptions Unit 2014 2015 2016 2018 2019 Total

New registration- current scenar-

i 10% increase p.a. Number |120 132 145 160 176 193 806

new reg. - new situation 15% increase Number |120 138 159 183 210 241 930

€6.5 data upload time for 30 minutes
Saving on new registration + € 6.5 for avg. 30 minutes|€ 1794,00 |2063,10 |2372,57 |2728,45 |3137,72 [12095,83
travelling time back to HEC

33 sheets of paper (25 sheets for cus-
tomer information form and 4|Number 4356 4792 5271 5798 6378 26594

sheets of contract for 2 copies)

Number of paper sheets used for
a registration- current scenario

Number of paper sheets used for |4 sheets of contract

S . Number 552 635 730 840 965 3722
a registration- new scenario document (customer copy)

expenditure on paper - current

. € 10 per ream (500 sheets) € 87,12 95,83 105,42 115,96 127,55 |531,88
scenario
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AAL case 1

Value proposition Assumptions Unit 2014 2015 2017 2018 2019 Total
Expenditure on printing- current| o\ s ¢00 sheets € 81,68 [89,84 |9883  |10871 |11958 |498,63
scenario
igﬂiﬂd't”re O Paper -NEW SC€1 ¢ 10 per ream (500 sheets) € 11,04 [1270  [1460 [1679  [1931  |7444
Expenditure on printing- new| o |5 ¢00 sheets € 1035 [11,90 [1369 [1574 [1810  [69,78
scenario
Savings on paper - new scenario € 76,08 83,14 90,81 99,17 108,24 457,44
Savings on printer € 70,64 77,15 84,23 91,92 100,27 424,20
Income from new Customer regis-) ¢ o reoistration € 5280,00 |5808,00 |6388,80 |7027,68 |7730,45 |32234,93
tration- Current scenario
Income from customer registra-\¢ o registration € 5520,00 |6348,00 |7300,20 |839523 |965451 |37217,94
tion- New scenario
Total value from new scenario € 2180,72 [2763,38 |3459,01 |4287,08 |5270,30 [17960,49
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Value of the e-Authentication/e-Authorisation platform for HEC

Net Present Value (NPV) is used to justify the IT investments needed for the e-Authentication/e-
Authorisation platform. It is a financial technique that lines up a series of cash flows over time and
discounts each to the current period. Net Present Value takes into account the time value of money. If
the NPV is positive, then the project would add value to the organisation and if the NPV is negative, it
would lower value of the organisation.

HEC DRK would profit an estimated €173.000 from the introduction of the e-Authentication/e-
Authorisation platform over a five year period. However, the investments needed for such a platform
are not taken into account yet. The investments needed are composed of: (1) costs of the hardware, (2)
costs of the software (license fees, etc.), (3) maintenance costs, and (4) implementation costs. These
costs have been estimated and are displayed in Table 7 as cash “outflows”.

The NPV of €30.961 indicates that the e-Authentication/e-Authorisation platform adds value to HEC.
Thus, it is expected that the e-Authentication/e-Authorisation platform produces more income than
what could be gained by earning the discount rate, which means the HEC should go ahead with the
project.
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Table 7: Net Present Value calculation

Description 2015 2016 2017 2018 2019 Total
Inflows € 13.839 € 20.350 € 31.125 € 45.061 € 62.940 € 173.315
Outflows:
Hardware € 50.000 € 50.000
Software Licenses € 5.000 € 5.000
Maintenance € 5.000 € 5.000 € 5.000 € 5.000 € 5.000 € 25.000
Implementation Fees € 25.000 € 25.000
Subtotal Outflows € 85.000 € 5.000 € 5.000 € 5.000 € 5.000 € 105.000
Net Inflows - Outflows € -71.161 € 15.350 € 26.125 € 40.061 € 57.940 € 68.315
Discount Rate 10,0%
Net Present VValue € 30.961
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Proposed Requirements for AU2EU e-Authentication/e-Authorisation platform Reference Ar-
chitecture

The following section provides an overview of the requirements that have been set for the consolidat-
ed joint reference architecture for e-Authentication and e-Authorisation (D1.4.1). These are the gen-
eral requirements and deployment aspects reflected by the AAL use case. The requirements are mutu-
ally relevant for consideration in the design as well as for the future deployment of the AU2EU refer-
ence architecture.

Authenticate data: Data in the database needs to be authenticated. For example, data can be con-
firmed by checking the data with validated external sources (government database, insurance data-
base, etc.). Data can also be authenticated based on proof, or based on the analysis of attributes.

Authenticate users: The AU2EU e-Authentication/e-Authorisation platform needs to provide a strin-
gent authentication process. Therefore, two-factor authentication should be used to authenticate peo-
ple. Two-factor authentication requires the use of two of the three independent authentication factors.
These factors are:

e Something only the user knows (e.g., password, PIN, pattern);
e Something only the user has (e.g., ATM card, smart card, mobile phone); and
e Something only the user is (e.g., biometric characteristic, such as a fingerprint).

On the short term smart cards (NFC cards) can be provided. On the long term mobile phones can be
used as an authentication factor next to a password.

Interface with other cloud services: The AU2EU e-Authentication/e-Authorisation platform needs
to be able to interface with a wide variety of cloud services and databases.

Flexible way to authorize people: Authorizing people (internal and external) can be done in a flexi-
ble way. This means that the scope of the data (visible fields, history) and the permissions (view, edit,
none) can be configured in a flexible way. For example, this could be role-based with the possibility
to include exceptions. For the administrator of the AU2EU e-Authentication/e-Authorisation platform
it also needs to be clear who is authorized to see what. This could be set-up from a user perspective or
from a data perspective.

Control access to anonymized / non-anonymized data set: The AUZ2EU e-Authentication/e-
Authorisation platform can be linked to a data set that is anonymized by an anonymisation engine.
The development and piloting of this engine is out of scope for this project. However, it is possible to
link the AU2EU e-Authentication/e-Authorisation platform to different data sets (anonymized / non-
anonymized) where the authorization levels for people may differ over the different data sets. For
example, a data analyst has full access to the anonymized data set, but no or limited access to the orig-
inal data set.

Configuration possibilities: In order to match unique business needs the AU2EU e-Authentication/e-
Authorisation platform should be easily configurable (enable/disable options and features). Different
configurations can also be used to market different “editions” with their own price tags.
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Determine authorization level in a smart way: In some cases authorization levels can be role-based,
but in some cases the level of authorization may also depend on the situation. For example, does a
doctor need to see your complete health record when you go for a regular check-up? It needs to be
investigated how access to data is currently managed.

Challenges for AU2EU e-Authentication/e-Authorisation platform Reference Architecture
e Integration issues with other IT systems
e Not optimized for the organization’s unique business needs
e Slows down flow and may create dissatisfaction (usability issues)
e Security/privacy concerns
e Adoption of AU2EU e-Authentication/e-Authorisation platform
e Service level agreements in complex ecosystems
e Determination of authorization levels

5.1.4 Legal analysis

Introduction of new services and technologies for data sharing and transfer entails the need to fre-
guently re-evaluate the various risks and threats to customer's sensitive data and implement necessary
e-Authentication and e-Authorisation measures to counter them. In this use case, the customer person-
al data is uploaded on an AU2EU e-Authentication/e-Authorisation platform securely through ade-
guate e-Authentication and e-Authorisation procedures, depending on the level of data sensitivity. It is
assumed that the AU2EU e-Authentication/e-Authorisation platform authenticates and authorises each
user and provides access to specific customer data.

In Chapter 4, Section 4.1 - 4.6, a general legal analysis to be applicable on each of the use cases can
be found. The information supplied there is also considered here.

5.1.4.1Categorisation of Actors and Data Flow

All the actors in this use case have been categorised into data subject, data controller, data processor
and Third party for ease of legal analysis. The patient or the customer has been categorised as the data
subject who owns the personal data. DRK, field representative, external data source and AAL service
providers have been categorised as data controllers. The electronic platform, databases, external data
source as well as the AAL service providers have been categorised as data processors.

5.1.4.2Mapping Actors to regulations
Figure 7 portray the mapping of the AAL registration use case specific actors to their respective legis-
lation and regulations.
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Figure 7: Mapping of actors to legislations and regulations

Each actor of the use case has been mapped to the regulations they are bound by. Corresponding regu-
lation articles have also been presented. More details of the mapping of actors like data subject, data
controller, data processor and third parties to the legal legislations are provided in the regulation doc-
ument pertaining to electronic identification and trust services for electronic transactions in the inter-
nal market and repealing Directive 1999/93/EC [6].

The mapping of data to sensitivity level and the legal framework paves the way for providing more e-
Authentication and e-Authorisation procedures and options.

5.2 Use case: AAL Efficient Care Coordination

5.2.1 Business analysis

Situational analysis

The care coordinator at the HEC provides tele-care and AAL services to home based patients. The
care coordinator has to respond whenever a patient explicitly (by pushing an emergency button) or
implicitly (via an alert notification of the AAL-system) requests a home/health-care service. He/she is
then obliged to provide third Party home and health care services (e.g. nursing, first aid, medical ser-
vices, etc.). The care coordinator does so by selecting a third Party Home/Health-Care Service Pro-
vider who dispatches a mobile Care Giver (CG) based on availability and circumstances. The follow-

January 7, 2015 Business and Legal Analysis 50



FP7-ICT 611659 AU2EU Deliverable D1.3.1

ing section describes the current ‘care coordination process’, and compares this process with a new
process where the e-Authentication and e-Authorisation platform is applied.

e Current situation

In the current situation, the patient presses the home emergency call button. The HEC operator gets
notified of the emergency service request through a message pop-up on his/her computer screen and
can see all the patient information on various pages of the customer profile as stored on the database.
The operator contacts the customer via the home emergency call system in order to assess the custom-
er’s actual situation and status.. Depending on the individual case, the operator determines/delegates a
dedicated third party home-/healthcare service provider (or any pre-registered caregiver with that cus-
tomer) in order to take care of the customer. The operator informs the care giver by phone and passes
on customer details necessary for the required care action, including address as well as highly sensi-
tive health information. The HEC keeps protocol of names and mobile numbers of caregivers.

The CG then goes to the customer's house and presses the home emergency call button to inform the
HEC that they have reached the venue. After the CG provides the service, he/she presses the home
emergency call button for the second time to inform HEC of the successful provision of the service.
Except for ambulance drivers, no other CGs update any patient information to the HEC. Ambulance
drivers submit a paper document including the customer name, cost and reason of attendance, after-
wards. This document is neither scanned nor uploaded to the database and is physically stored for 3
years.

¢ New situation

In the new process the e-Authentication and e-Authorisation platform is adopted in order to provide
the care giver with the necessary and relevant AAL customer data on a mobile device via a secured
channel. Figure 9 shows the new AAL care coordination process employed by the DRK HEC. So
when the third Party Home/Health-Care Service Provider dispatches a mobile Care Giver, most of the
times, he/she does not have to physically appear at the Care Coordinator's location since the customer
data is accessible on his mobile device directly. However, only when the patient is unable to open the
door, the care giver might have to go via the HEC since he/she still has to pick up the patient’s home
key. Additionally, Table 8 provides an overview of the roles the actors play in relation to the data.

To establish a secure connection between Care Coordinators Patient database and Care Giver, the
Care Coordinator first, has to obtain connection details of the Care Giver from the third Party
Home/Health-Care Service Provider as well as appropriate identification mechanisms that identify the
request from the Care Coordinator to the Care Giver as valid. Thus, some type of authentication cre-
dential has to be obtained from the care provider and presented to the Care Giver. Then, the Care Giv-
er is granted access to the patient’s data for a limited amount of time; i.e. after the completion of the
assignment the access to the Patient’s data records is revoked. The access to the data is controlled by
the AU2EU e-Authentication/e-Authorisation platform. Optionally, the data retrieved via the AU2EU
e-Authentication/e-Authorisation platform is updated with data from external data sources (e.g. hospi-
tals for medical records and the municipality for housing and general contact details) every time care
is requested.
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Table 8: Actors' data role

Deliverable D1.3.1

Actors Data owner Data Data
controller processor

1 Customer/Patient X

2 Care giver X X
3 AU2EU e-Authentication/ X

e-Authorisation platform

4 External data sources X X
5 AAL service provider X X
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Impact on factors that drive business process management

The second AAL use case presents the process of providing third party care givers with remote access
to sensitive customer data content-wise and time-wise using the AUZ2EU e-Authentication/e-
Authorisation platform to control the access and secure the data exchanged. The use of the platform
will have an impact on productivity, cost, quality and risk.

Productivity/Cost: In most cases the care giver does not need to physically appear at the Care Coor-
dinator’s location since the customer data is accessible on the care giver’s mobile device directly. This
will save time and money. Moreover, the AU2EU e-Authentication/e-Authorisation platform will
allow organisations and customers to communicate and collaborate more efficiently and effectively.
In the end the AU2EU e-Authentication/e-Authorisation platform will help to deliver high quality
healthcare at lower cost.

Quality: The AU2EU e-Authentication/e-Authorisation platform will allow care givers across differ-
ent organisations to collaborate more closely with each other and with customers. This makes it easier
to maintain customer relationships, and to work closely with customers to ensure the best treatment.
Moreover, the collection of data and subsequent analysis will enhance clinical decision making by
professionals. Also it will enable customers to take a more active role in managing their personal
health. All this is expected to have a positive impact on the service quality.

Risk: Security is of major importance whenever health data is concerned. Maintaining paper docu-
mentation of highly sensitive personal data of customers can raise serious concerns of data protection
and data security risks. An electronic platform can replace paper based processes and make the trans-
action and data sharing more secure and protected through adequate e-Authentication and e-
Authorisation procedures. In addition to this, the AU2EU e-Authentication/e-Authorisation platform
also provides improved transparency, increased visibility and allows identification of the legally re-
sponsible person in the process.

Value proposition

The implementation of the AU2EU e-Authentication/e-Authorisation platform will provide some
major advantages in the care coordination process when comparing it to the current process of physi-
cally collecting and delivering the customer’s data by the Care Giver.

e Increased practice efficiencies and cost savings: With the AU2EU e-Authentication/e-
Authorisation platform, the patient is provided with a quicker response to his help requests.
This is valuable for patients since the patients don’t have to plan ahead as much, especially in
critical situations where a quick response is required for a patient’s safety and health. Moreo-
ver, future cost reductions can be expected since the AU2EU e-Authentication/e-
Authorisation platform will allow home/health-care organisations and customers to communi-
cate and collaborate more efficiently and effectively.

e Improved security: The e-Authentication and e-Authorisation platform provides better ways
to safeguard and secure the customer’s personal information. In the current situation, HEC
operator provides highly sensitive customer data including medical information over the
phone without proper authentication checks or authorisation of Care Givers. With the AU2EU
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e-Authentication/e-Authorisation platform, the care giver is legally authenticated and author-
ised to access patient data. It creates transparency and patient update can be traced back. Ad-
ditionally, the AU2EU e-Authentication/e-Authorisation platform allows the patient’s data to
be treated confidential since no physical copy of the patient’s data has to be made. The data is
solely and temporarily obtained by the Care Giver and properly secured by means of e-
Authentication and e-Authorisation mechanisms.

Other opportunities for value creation
e Selling anonymised data / statistics/ benchmarks to:
o Healthcare solution providers,
o Research organisations,
o Government (policy-making).

o Use data / statistics/ benchmarks to optimise business processes and services (internal / exter-
nal: consultancy):

o Personalised health care,
o More active role for customers to manage their personal health records,
o Enhance clinical decision making,
o Measure and improve customer service,
o Measure and improve business processes,
o Enhance services,
o Drive sales and marketing.
5.2.2 Legal analysis

5.2.2.1Mapping actors to regulations for Rights and obligations

In the second AAL use case actors have been categorised into data subjects, data controllers and data
processors. The customer or patient is the data subject. Data subjects have rights and responsibilities.
These have been mapped to the regulations in Figure 10. The DRK HEC operator, who receives the
call from the patient, is considered as a data controller since the operator is an employee of DRK
HEC. The care giver in this scenario is considered as a data controller, since they are assigned by
DRK for their services. Thus, all the three categories of actors are bound by specific regulations Fig-
ure 10. The database service provider, which is hired by DRK HEC, is the data processor.
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Figure 10: AAL use case 2 — Mapping actors to rights and obligations.

All the actors in this use case are governed by regulations and legislations which are portrayed in Fig-
ure 10 above. These regulations are exclusive to data protection. The legislations and regulations ap-
plicable to the data subject involve articles on electronic identification, electronic signatures, electron-
ic documents, data protection and data security. Please refer to chapter 4 for general legal analysis as
well as Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014
on electronic identification and trust services for electronic transactions in the internal market and
repealing Directive 1999/93/EC for more details on the governing legislations. Additionally, data
controllers and data processors are governed by the same regulation. However, the regulation clearly
mentions the different obligations and rights of each actor.

Conclusion

Business and legal analysis of the use case brought to the forefront the impact of e-Authentication and
e-Authorisation platform on a business process. The biggest impact was in the form of risk reduction
through the AU2EU e-Authentication/e-Authorisation platform.
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6 Use case: Biosecurity Incident Response

Deliverable D1.3.1

Glossary

AAHL Australian Animal Health Laboratory

AHA Animal Health Australia

AUSVETPLAN | Australian Veterinary Emergency Plan

CCEAD Consultative Committee on Emergency Animal Disease
CVO Chief Veterinary Officer

VFO Veterinary Field Officer

EAD Emergency Animal Disease

EADRA Emergency Animal Disease Response Agreement
EADRP Emergency Animal Disease Response Plan

NMG National Management Group

SDCHQ State Disease Control Headquarter

LDCC Local Disease Control Centre

Background

Electronic authentication and authorisation processes are of strategic importance for achieving effi-
ciency in emergency disease preparedness for government departments as well as other organisations
involved. This use case will focus on the current emergency animal disease preparedness and the
action plan that is followed by a committee such as the Consultative Committee on Emergency Ani-
mal Disease (CCEAD) during an Emergency Animal Disease (EAD) alert phase and analyse the ef-
fectiveness and benefits of introducing electronic authentication and authorisation processes during
the implementation of the Emergency Animal Disease Response Plan (EADRP). A significant chal-
lenge faced by the responding committee is to establish a trusted collaboration across multiple indi-
viduals, locations and groups that represent different sectors and states, so as to share sensitive infor-
mation in a timely manner for the best evidence-based decisions. Addressing this challenge is the key
motivator for this use case.
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6.1.1 Situational analysis

The Australian Veterinary Emergency Plan (AUSVETPLAN) [16], [17], [18] is used as an operation-
al guideline for EADRP for each of Australia’s territories. AUSVETPLAN, developed and managed
by Animal Health Australia (AHA), is the country’s “contingency planning framework™ for the man-
agement of an EAD. Aside from a management plan it also contains a detailed outline on how the
response plan can be put into operation in a coordinated manner with the least amount of delay, and it
comprises the EAD response related cost planning.

It is of each state/territory’s responsibility in putting an EADRP into action to eradicate and control
any reported and confirmed EADs. Each state has its own governing agencies that initiates an EADRP
such as the Department of Primary Industries in Queensland, the Department of Agriculture in West-
ern Australia or the Department of Primary Industries and Resources of South Australia (PIRSA). A
state or territory’s EADRP is governed by the state or territory’s own legislations. For example,
Queensland refers to the Land Protection (Pest and Stock Route ManagementR@02 [19] while
Western Australia refers to the Agriculture and Related Resources Protection Act 1f2D in the
control of feral animals. Each state also has its own lists of notifiable diseases. Notifiable diseases are
classified as endemic to a particular state, exotic to a particular state, or exotic to Australia. The State
and Territory Notifiable Animal Disease List contains all the diseases for the whole of Australia but
may also contain specific diseases found only in certain territories.

EADs listed on the Emergency Animal Disease Response Agreement (EADRA) are classified into 4
categories depending on its effect on human health and on the socioeconomic consequences it may
put on a particular state/territory or to the nation. Although each state has its own EAD control legis-
lation.

In some cases, the Australian government also has power to support or overrule a state/territory as
mentioned in the Quarantine act 1908

2A Power to supersede Quarantine measures under State Acts

(1) Whenever the Governor General is satisfied that an emergency exists which makes it neces-
sary to do so, he or she may, by proclamation, declare that any or all measures of quarantine
prescribed by or under any State Act shall, for such period as is specified in the proclamation,
cease to have effect, and such measure shall thereupon cease to have effect accordingly.

(2) The Governor General may at any time revoke or vary any such proclamation.”

In this use case, an EAD in Queensland was reported and was categorised as a Class 2 Disease. A
class 2 disease is considered as an EAD that can have major consequences to the national livestock
industry or may pose a significant threat to public health or the environment.

An EAD incident response process consists of four phases. The first phase is the investigation phase
where the reporter, who can be a farm owner or the veterinarian, reports a suspected event to the
State/Territory Veterinary officer (CVO-A). The CVO-A then mobilises Veterinary field officers
(VFO) to investigate the reported incident. Based on the report of the VFO, the investigation phase is
promoted to alert phase or stand-down phase by the CVO. In the case of confirmation of an EAD, the
investigation phase is followed by the alert phase where CVO-A notifies the CEAD chair. This phase
is followed by the operational phase where CCEAD and CVO prepare an Emergency Animal Disease
Response Plan (EADRP) and get it approved by NMG. Once approved, SDCHQ and LDCC carry out
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the EADRP and the progress is continuously monitored by the CVO, CCEAD, and response centres.
The operational phase is followed by the stand down phase which involves closing down of the EA-
DRP by the CVO once the EAD is contained and eradicated.

The EAD incident response process is described in detail below.

Investigation phase: Reporter (farm owner/veterinarian) reports a suspected incident to the
State/Territory Veterinary officer (CVO-A) who mobilises Veterinary field officers (VFO) to investi-
gate on the reported incident. VFO then submits a report to the CVO-A who assesses the likelihood
on an EAD. If CVO confirms an EAD, then data security level is increased and investigation phase is
promoted to alert phase. If no EAD is confirmed then investigational phase is entered into the stand-
down phase.

Alert phase: CVO-A writes a formal report and notifies CCEAD Chair within 24 hours under
EADRA. Note that CCEAD is an organisation with representation from different organisations such
as AAHL, Department representatives, Key industry contacts, SVOs, and the NMG.

Operational phase: CCEAD and CVO produce an EADRP and sends this to the NMG for approval
and cost planning. Once approved, the SDCHQ and LDCC are mobilised to enact the EADRP. During
this phase, the CVO, CCEAD, response centres, VFO and SVO monitor progress.

Stand-down phase: CVO will close down the EADRP once the EAD is contained and eradicated.

Figure 11 gives a brief overview of the EAD response plan and the actors involved in the process.
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Figure 11: General overview of the Emergency Animal Disease Response Plan
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6.1.2 Identification of Actors
In this use case, five actors have been identified and categorised for the benefit of legal analysis. The-
se actors include the following:

e Incident Reporter

e CVO-A
e VFO

e CCEAD
¢ NMG.

The incident reporter has been categorised as the data subject since they are the key players with re-
gards to reporting a suspected EAD. CVO-A and VFO are categorised as data controllers since they
are the first point of contact for the data subject and control the data from the beginning till the end of
the EADRP. CCEAD has been categorised as data controller as well as data processor since it is a
committee consisting of various organisations including state/territory governments, service providers
as well as peak industry representatives and associate organisations which can be data controllers as
well as data processors. CSIRO AAHL, a member of CCEAD, is a service provider and is one of the
laboratories that can process data for the EADRP. The NMG, which is a body of all state CVOs, has
been categorized as data controller. They act as the data repository and control the health data
throughout the process.

Table 9: Actors' data role

Data Subject Data controller Data processor
1 Incident Reporter X
2 CVO-A X
3 VFO X
4 CCEAD X X
5 NMG X
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6.1.3 Business Analysis

6.1.3.1Challenges
The following section describes the challenges faced by CCEAD. This overview is based on the bi-
osecurity use case (D1.1.1) and insights provided by John Zic from CSIRO.

Information sharing for the best evidence-based decisions

A challenge faced by a committee such as the CCEAD is to establish a trusted collaboration across
multiple individuals, locations and groups that represent different sectors and states, so as to share
sensitive information in a timely manner for the best evidence-based decisions.

A participant in the emergency meeting (e.g. CCEAD) requires information about their:
o Physical location to determine their particular jurisdiction;
o Whether their physical location is within the affected (or non-affected) jurisdiction;
o The participant’s organisation;
e The role of the identified participant in the emergency meeting and
o The authorisation type/level of the participant.

From this information, appropriate responsibilities for the decisions to be made are defined and agreed
upon prior to the meeting according to an established protocol between the jurisdictions and organisa-
tions. However, the constitution of the decision making committee, its operation and how it releases
information to external parties (e.g. the media) is subject to the nature of the biosecurity incident and
is likely to vary from case to case.

Also important to the decision making meetings are that the participants have access to shared sensi-
tive information, and this in turn requires any inputs for these meeting be reliable and accurate.

A group such as the CCEAD (which is a technical advisory committee that evaluates the information
presented to it in an outbreak) may itself rely on the advice and analysis from several technical sub-
committees. These technical subcommittees investigate various aspects that relate to the cause of the
outbreak, including molecular biology, serology, epidemiology, histology and microscopy. Typically
these committees operate ahead of the decision making meeting, and it is during these times that there
is most likely to be real-time access and interaction between people, data and specialized instruments.
It is unlikely that the decision making meeting (such as the CCEAD) would have a requirement to
interact with instruments etc. in real time to revisit the unprocessed/uninterpreted information. They
may, however, be required to simultaneously interact with result data sets and other operational mate-
rials, such as visualisations, graphs or spreadsheets and documents.

Asymmetrical access to information

For the CCEAD meetings, the largest group of participants are located in Canberra, where they con-
vene in a large meeting room that is furnished with a large table, chairs, three fax machines, telecon-
ferencing facilities, and various data projectors. During the CCEAD meeting, the meeting room walls
are used to display common reference information as well as different maps that can be referred dur-
ing the meeting by CCEAD members, both in a structured manner, as well as for their own personal

January 7, 2015 Business and Legal Analysis 62



FP7-ICT 611659 AU2EU Deliverable D1.3.1

reference. These shared resources are available for the participants in the meeting room, but unfortu-
nately, they are unavailable for viewing by remote participants in the same manner. Clearly, materials
can be sent to remote locations and referenced, but the interaction between local participants and the
remote participants of the CCEAD is asymmetrical in terms of access to information.

Information from technical committees is collated and presented in various forms, and keeping con-
sistency (in terms of most recent/relevant) of information for each participant in the decision-making
committee takes a significant amount of effort and time on the part of the secretary. Providing con-
sistency of document versions, up-to-date data, and so on is exacerbated as each participant in the
committee is in different physical locations, including regional and remote areas.

Some participants may have out-dated printed documents; some have current versions that they can
access on their smartphones, and yet others are seated at a desk with good connectivity and are able to
view multiple documents simultaneously if required. Physically co-located participants in Canberra
have the ability to interact with multiple sources of information, and in different modes: on paper;
projected onto a common screen or via dedicated systems such as the CCP; or even on large physical
maps and papers stuck up on the meeting room wall.

Poor and unreliable communication

The variable access and bandwidth in remote locations means that the communication between the
participants and the remaining committee participants may be poor and unreliable. Similarly, the re-
moteness of some of the participants limited them to having the most current set of documents, and
placing more burden on the committee Secretariat Officers to ensure that there is the most consistent,
current information available to all committee participants. Secure, equitable participation is a chal-
lenging goal for any ICT system in such an environment.

Document exchange

Each time that a new document is uploaded by a committee member (assumption that they were able
to login successfully), an e-mail must be sent to the Chief Secretary informing them that a new docu-
ment is available. The Chief Secretary then sends an e-mail to the remaining committee members
informing them that a new document is now held in the repository. This process does not scale to the
large numbers of documents typically exchanged between many partners at potentially very frequent
updates (in the case where there is new information coming in during the EAD response). Certainly
real-time interaction is impossible with this system, and this is amplified by the inability to have a
shared interaction and visualization of these shared documents (using modern ICT): for example, edit-
ing, highlighting, etc.

Information leaking

Confidential access to shared information between the participants, in real-time, is currently provided
through the use of the three fax machines located in the room. Information being discussed within the
room needs to be very well managed, and information leaking in an uncontrolled manner could have
serious political, economic and social consequences (e.g. creating panic in the Australian public, or
having affected farmers deliberately be unhelpful in the intervention and management strategies).

6.1.3.2Impact on factors that drive business process managemen
The factors that drive a business process have been categorized into two main groups -- Quantitative
and Qualitative.
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Quantitative Factors

Productivity

Increased efficiency of decision making proceszcess to consistent availability of information
across all participants and able to interact the content and experts in real time will improve the deci-
sion making process. Using an e-Authentication/e-Authorisation platform such as the network of Col-
laboration Platforms (CCP) has benefitted a set of internal users at CSIRO directly for carrying out:

e Operational meetings;
e Mentoring and training new staff in operating equipment and samples;

e Periodic research discussions between specialists at various laboratories and research facili-
ties on the network.

More symmetrical access to informatieprovided that the participants are located at a Collaboration
Platform site. If at a remote site, on a bandwidth limited connection or using a smaller screen space
(less than the 4K current) would interfere with access to information in a uniform manner.

Reduce frequency of redistributing documéntsirrent practice for the CCEAD and other groups is
to have documents are shared on a central Sharepoint site. It has been noted that despite its “central
access”, each member of the committee must ensure that they have the most recent copy of relevant
documents etc. ahead of any meeting, and this is not always the case. When exceptions do occur, for
whatever reasons, the Secretariat Officers need to address these and redistribute current papers and
diagnostic reports, sometimes even via faxes. Having secure, private repository that is easy to access
and tied to portable, easy to use authentication using anonymous credentials would help alleviate the
frequency of these situations.

Less travelling- see “Cost” comments below. A substantial amount of time is lost in moving experts
around between cities and having them commute — this is captured as “Opportunity cost for downtime
in travelling” in Table 9 — average is approximately ¥z day per person per meeting.

Cost

Less travel cost There are cost savings in using the e-Authentication/e-Authorisation platform in-
stead of flying people to a central meeting place (Canberra). See the financial implications in Table 9.
This is an indicative breakdown of component costs for running a meeting. Irrespective of the number
of meetings, approximately 50% is possible to save in total costs of running the meetings because of
no need to book flights, accommodation and ground transport. This would likely lead to environmen-
tal cost saving as well, albeit quantifying these has not yet been done.

If we factor in the cost of purchase of the platform by each organisation (approx. $60K, with a $2.5K
maintenance contract for three years in place) then over the life of the system (3 years) there is still a
saving in cost of some $14K p.a. if there are at least of 4 meetings held p.a. with 3 people at each lo-
cation. As the system is used more of course, the cost savings will increase in proportion.
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Qualitative factors

Risk

Less chance of information leakages the authentication, authorization and access control methods
and technologies have strong privacy, securing and trust assurances, their use to establish a dynamic
collaboration of organisationgthese include the so-called virtual organisations which tend to be
longer lived) provides a secure, trustworthy infrastructure that connects the partner organisations ac-
cording to policy controlled, and accountable environment for sharing, in real-time as well as off-line,
documents and other resources.

Mobile smart phone access is increasing in their utility and adoption. Provided that the mobile smart
phone used for classified, confidential meetings adheres to the Australia Government’s security assur-
ance levels, the risks here are small. Other devices that do not meet these assurance levels may proba-
bly be used for voice calls, but other features that rely on Internet connectivity, should be used only in
exceptional circumstances. Ultimately, the responsibility and risk of use of the device is up to the
user/owner of the device.

Quality

Increased quality of decisionslt is anticipated that the availability of current, consistent information
relating to the particular case at hand will assure better quality of decisions to be made, without delay-
ing any of the discussions. In cases where the end partners are not located in front of a site where
there is access to the Collaboration Platform, there may be some asymmetries in the way that infor-
mation is shared and interacted with — for example, on a Collaboration Platform, it would be relatively
easy to take control of a microscope, or alter a cell in a spreadsheet from any of the (authenticated)
Collaboration Platforms that are part of the discussion. Doing this from a remote site may not be pos-
sible, in the case, for example that there is a slow network connection in which case the latency for
image rendering, as well as for the accurate movement and placement of keystrokes may be difficult.

Conclusion / Value propositions

Based on the aforementioned factors the following value propositions of the e-Authentication/e-
Authorisation platform can be defined:

e Increased efficiency of decision making process
o More symmetrical access to information

e Reduce frequency of redistributing documents
o Less travel cost

o Less chance of information leakage

o Increased quality of decisions
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Table 10: Financials implication — figures in Australian Dollars (AUD), denoted by “$”

Deliverable D1.3.1

Meeting details

Item Description Value

Meeting length Meeting length in days 5

Participants per organisation Number of participants per organisation per meeting 3

Number of organisations Number of organizations participating in each meeting 6

Number of meetings Number of meetings per year 4

Travel cost

Item Description Cost Annual cost
Airfare Airfare for return ticket $ 500,00 $ 36.000,00
Accommodation Cost of accommodation per participant per day $ 250,00 $ 90.000,00
Meal allowance Meal allowance per participant per day $ 60,00 $ 21.600,00
Opportunity cost for downtime in travelling Opportunity cost per participant per day $ 600,00 $216.000,00
Admin approval and insurance Admin approval and insurance cost per participant per day $ 200,00 $ 72.000,00
Car hire Car hire for 1 car per organisation per meeting $ 240,00 $ 5.760,00
Total travel cost $ 441.360,00
Platform cost

Item Description Cost Annual cost
Platform price Cost of purchase of the platform for each organization (3 year lifetime) $60.000,00 $120.000,00
Platform maintenance Platform maintenance cost per year per organization $ 2.500,00 $ 15.000,00
Total platform cost Cost of purchase and maintenance cost $ 135.000,00
| Savings per Annum 50% of travel cost can be reduced by implementing the platform $ 85.680,00
| Savings per organization per Annum Total savings per organizations $ 14.280,00
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6.1.4 Legal analysis

To carry out the business as well legal analysis of the Biosecurity use case, the proposed biosecurity
incident response was mapped to the combined Business and Legal (CBL) framework from section
3.3. Mapping the CBL framework to the Biosecurity EADRP process provides an overview of the
activities, actors, actions and the legal rights and regulations binding the various actors. In this case,
the main activities involve data sharing. The data that is shared has been categorised according to its
level of sensitivity. The higher the sensitivity, the higher is the risk involved and this will lead to im-
plementation of restricted e-Authentication and e-Authorisation procedures.

6.1.5 Mapping Actors to Regulations

The Biosecurity EADRP process has been mapped to the CBL framework as described in chapter 4 of
this document. According to the framework, the actors of this use case have been categorised into data
subjects, data controllers and data processors. The data that is shared between these actors has been
categorised according to its level of sensitivity. As per Figure 11 above, the alert phase includes shar-
ing of data which is of low and/or medium level of data sensitivity. The CBL framework, including
this mapping, is given in Figure 12. For clarification we have chosen the process for identification of
actors from the CBL framework in chapter 4 and referred to Australian laws.

KEY STEPS: ACTIVITIES:
STEP1 IDENTIFICATION OF ACTORS AND ACTIVITIES
Dataflow Data Subject DataController CVO-A, VFO DataProcessor
betweenActors e ; A *CCEAD . ............ >
*IncidentReporter e, _____ NMG.asnee*" +CCEAD
BT PP UL
STEP 2 VALIDATION OF DATA SENSITIVITY

Low Data Medium Data
Sensitivity Sensitivity

IDENTIFICATION AND APPLICATION OF APPROPRIATE REGULATIONS for e-AUTHENTICATION & e-
AUTHORISATION

STEP 3

Legislation and Regulation Government policies and References
* Privacy [23][24] * e-Government strategies [27]

wn o
2 E « Information Security [23] . Int.eroperablllty frameworks [28]
5 & * Electronic transactions and evidence [25] * Privacy Schemes [23]
= é * Record keeping [26] * Information security policies [29]
S
(GRS

x

* |dentity security policies [30]
* Authentication frameworks [31]
*AUSVETPLAN [32]

Figure 12: Mapping actors of Biosecurity Incident Response use case to legislation and regulations.

According to Figure 12 above, the legal analysis of the use case is carried out in three steps.
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Step 1 involves identification and categorisation of the actors involved. The actors have been catego-
rised into data subjects, data controllers and data processors. The incident reporter has been catego-
rised as the data subject. CVO-A, VFO, CCEAD and NMG have been categorised as data controllers.
CCEAD has also been categorised as data processor.

Step 2 involves validation of data sensitivity. The data which is shared between the actors has been
categorised into low, medium or high data sensitivity. The data shared between the incident reporter
and CVO-A is of low sensitivity. Rest of the data shared is of medium or high sensitivity. The valida-
tion of data sensitivity paves the way for the identification and application of appropriate regulations
for e-Authentication and e-Authorization procedures for the use case.

Step 3 involves the identification and application of appropriate regulations on e-Authentication and
e-Authorisation procedures to be used in this case. The organisations need to assess the impact of
national and jurisdictional laws, regulations and policies before implementing appropriate e-
Authorisation and e-Authentication procedures in EADRP. The most relevant ones include the follow-

ing

Legislation and Regulation:
o Privacy (Refer to Privacy Act 1988 [21] and Australian Privacy Principles [22])
e Information Security [21]
o Electronic transactions and evidence [23]
e Record keeping [24].
Government policies and References:
e e-Government strategies [25]
o Interoperability frameworks [26]
e Privacy schemes [21]
e Information security policies [27]
o Identity security policies [28]
e Authentication frameworks [29]
e AUSVETPLAN [30]

Data Sensitivity

This would depend on the level of security of the suspected disease and the state of where it is report-
ed. Different states have different minor regulations on how biosecurity is managed, but then again
they still use the AUSVETPLAN [30] as a guideline.

Data Security

It was mentioned in the biosecurity use case that all information to be shared must remain within the
CCEAD, and other governing officials (CVO-A). This prevents the cause of unnecessary panic within
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the community, especially among farm owners, in particular in cases of zoonotic EADs, diseases
transferrable from animal to human (i.e. anthrax which can be potentially used as a weapon for bioter-
rorism).

Data Sharing

Again, based on the use case, data that can be freely shared within the CCEAD organisation would
involve information on the reported disease such as incidence reports, progress reports, laboratory
results (CSIRO AAHL), etc. We could also assume that consequences on breach of data privacy could
have an effect on the funding that can be used for the EAD response management.

Each actor of the use case is bound to a combination of one or more of the above regulations and poli-
cies.

The mapping of data to sensitivity level and the legal framework paves the way for providing more
secure e-Authentication and e-Authorisation procedures and options. One of the strong points of this
way of operating is of course the security of the data exchange.

January 7, 2015 Business and Legal Analysis 69



FP7-ICT 611659 AU2EU Deliverable D1.3.1
Bibliography

[1] "Digital Agenda for Europe,” [Online]. Available: http://ec.europa.eu/digital-agenda/digital-
agenda-europe. [Accessed 27 August 2014].

[2] "Study on Cross-Border Interoperability of e-Signatures,” [Online]. Available:
https://ec.europa.eu/digital-agenda/en/news/crobies-study-cross-border-interoperability-
esignatures-2010. [Accessed 2 June 2014].

[3] "Directive 1999/93/EC on a ‘Community framework for electronic signatures’".

[4] "Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on electronic identification and trust services for electronic transactions in the

internal market," [Online]. Available: http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0238:FIN:en:PDF.  [Accessed 27
August 2014].

[5] "http://ec.europa.eu/digital-agenda/en/trust-services-and-eid," [Online]. Available:

http://ec.europa.eu/digital-agenda/en/trust-services-and-eid. [Accessed 22 August 2014].

[6] "Regulation (EU) 910/2014, OJ L 257, 28.08.2014, p. 73-114 on electronic identification and
trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC".

[7] "Fraunhofer Institute for Open Communication Systems FOKUS, Historical Analysis on
European Data Protection Regulations, Report, Version 1.0, Berlin March 2012".

[8] "Data protection in Europe | Main," [Online]. Available: www.dataprotection.eu. [Accessed 12
August 2014].

[91 "Council of Europe - ETS no. 108 - Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data,"” [Online]. Available:
http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm. [Accessed 12 July 2014].

[10] "The European Data Protection Supervisor,” [Online]. Available: http://europa.eu/about-
eu/institutions-bodies/edps/index_en.htm. [Accessed 11 July 2014].

[11] "Article 29 Working Party,” [Online]. Available: http://ec.europa.eu/justice/data-
protection/article-29/index_en.htm. [Accessed 22 August 2014].

[12] "Commission decisions on the adequacy of the protection of personal data in third countries,”
[Online]. Available: http://ec.europa.eu/justice/data-protection/document/international-
transfers/adequacy/index_en.htm.

[13] "U.S.-EU Safe Harbor Overview," [Online]. Available:
http://www.export.gov/safeharbor/eu/eg_main_018476.asp. [Accessed 14 July 2014].

January 7, 2015 Business and Legal Analysis 70



FP7-ICT 611659 AU2EU Deliverable D1.3.1

[14] "Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on the protection of individuals with regard to the processing of personal data and on
the free movement of such data (General Data Protection Regulation),” [Online]. Available:
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf.
[Accessed 12 July 2014].

[15] "General Data Protection Regulation (GDPR)," [Online]. Available:
http://www.janalbrecht.eu/fileadmin/material/Dokumente/DPR-Regulation-inofficial-
consolidated-LIBE.pdf. [Accessed 12 July 2014].

[16] AHA, "Government biosecurity plans and statements,” [Online].  Available:
http://www.animalhealthaustralia.com.au/programs/biosecurity/biosecurity-
planning/government-biosecurity-plans-and-statements/.

[17] "State and Territory Notifiable Animal Diseases lists,” [Online]. Awvailable:
http://www.agriculture.gov.au/animal-plant-health/pests-diseases-weeds/animal/state-notifiable.

[18] "AUSVETPLAN documents," [Online]. Available:
http://www.animalhealthaustralia.com.au/programs/eadp/ausvetplan_home.cfm.

[19] "Acts and subordinate legislation — L [Online]. Available:
https://www.legislation.qld.gov.au/Acts_SLs/Acts_SL_L.htm.

[20] "Agriculture and Related Resources Protection Act 1976," [Online]. Available:
http://www.slp.wa.gov.au/legislation/statutes.nsf/main_mrtitle_13 homepage.html.

[21] OAIC, "The Privacy Act 1988".
[22] OAIC, "Australian privacy principles (APP)," vol. Privacy fact sheet 17, 2012.

[23] A. G. A. G. department, "Electronic Transactions Act 1999," [Online]. Awvailable:
http://www.comlaw.gov.au/Details/C2011C00445.

[24] N. A. o. Australia, "Australian Government Recordkeeping Metadata Standard Version 2.0,"
2008.

[25] "Australian Public Service Information and Communications Technology Strategy 2012-2015,
Copyright Australian Government 2012".

[26] A. G. CIOC, "Australian Government Technical Interoperability Framework," 2005. [Online].
Available:
http://www.agimo.gov.au/publications/2005/04/agtifv2#Australian20Technical20Framework.

[27] A. S. Directorate, "Australian Government Information Security Manual,” 2014. [Online].

Available:
http://www.asd.gov.au/publications/Information_Security_Manual_2014_Controls.pdf.

January 7, 2015 Business and Legal Analysis 71



FP7-ICT 611659 AU2EU Deliverable D1.3.1

[28] C. 0. A. Governments, "National ldentity Security Strategy,” 2012. [Online]. Available:
http://www.ag.gov.au/RightsAndProtections/lIdentitySecurity/Documents/National%201dentity
%20Security%?20Strategy%202012.PDF.

[29] C.o0.a. A. Governments, "National e-Authentication Framework," 20009.

[30] "South Australia EAD management," [Online]. Available:
http://www.pir.sa.gov.au/biosecuritysa/emergencymanagement/emergency_animal_disease_prep
aredness.

[31] "Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free
movement of such data, Official Journal L 281 , 23/11/1995 P. 0031 - 0050".

[32] "Progress on EU data protection reform now irreversible following European Parliament vote,"
[Online]. Available: http://europa.eu/rapid/press-release. MEMO-14-186_en.htm.

[33] C. Kuner and A. Miedbrodt, "Written Signature Requirements and Electronic Authentication: A
Comparative Perspective," [Online]. Available:
http://www.kuner.com/data/articles/signature_perspective.html. [Accessed 10 May 2014].

[34] "REGULATION (EU) No 910/2014 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL," [Online]. Available: http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=uriserv:0J.L_.2014.257.01.0073.01.ENG.

[35] "EU Legislation - Eudralex," [Online]. Available:
http://ec.europa.eu/health/documents/eudralex/index_en.htm.

[36] "SSEDIC," [Online]. Available: www.eid-ssedic.eu.
[37] [Online]. Available: http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:12008E114.

[38] [Online]. Available: http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012E/TXT.

January 7, 2015 Business and Legal Analysis 72



FP7-ICT 611659 AU2EU Deliverable D1.3.1

Appendix A: General legal concepts

Special attention has to be paid to data protection at the moment where data on a data subject is being
collected or processed. Data that has the ability to lead back to a natural person or is traceable to a
natural person is subject to the data protection rules. The current framework which has been in place
since 1995 [31] (and with significant differences between the Member States) is expected to be re-
placed by a new framework within the next 1.5 years.

Progress on EU data protection reform now irreversible following European Parliament vote

The European Parliament today cemented the strong support previously given at committee level to
the European Commission's data protection reform (MEMO/13/923 and MEMO/14/60) by voting in
plenary with 621 votes in favour, 10 against and 22 abstentions for the Regulation and 371 votes in
favour, 276 against and 30 abstentions for the Directive). The reports of MEPs Jan-Philipp Albrecht
and Dimitrios Droutsas, on which members of the European Parliament voted, are a strong endorse-
ment of the Commission's data protection reform and an important signal of progress in the legislative
procedure. The data protection reform will ensure more effective control of people over their personal
data, and make it easier for businesses to operate and innovate in the EU's Single Market [32].
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The European Commission's data protection reform will help the digital single market through three
main innovations:

1. One continent, one law: The Regulation will establish a single, pan-European law for data
protection, replacing the current inconsistent patchwork of national laws. Companies will deal
with one law, not 28. The benefits are estimated at €2.3 billion per year.

2. One-stop-shop: The Regulation will establish a 'one-stop-shop' for businesses: companies will
only have to deal with one single supervisory authority, not 28, making it simpler and cheaper
for companies to do business in the EU.

3. The same rules for all companies — regardless of their establishment: Today European com-
panies have to adhere to stricter standards than their competitors established outside the EU
but also doing business on our Single Market. With the reform, companies based outside of
Europe will have to apply the same rules. European regulators will be equipped with strong
powers to enforce this: data protection authorities will be able to fine companies who do not
comply with EU rules with up to 2% of their global annual turnover. European companies
with strong procedures for protecting personal data will have a competitive advantage on a
global scale at a time when the issue is becoming increasingly sensitive.

There is a possibility to stay away from privacy regulations by anonymising all relevant data and by
taking care that data gathered on individuals is not traceable to a natural person.

e-Authentication
Definition
I1. The Function of Written Signatures

In considering the function of written signatures, it is important to distinguish between the concepts of
a "writing" and of a "handwritten signature”. In both the US and Germany, almost any perceivable
evidence may be considered to be "written", including electronic evidence. However, "signature" is a
legal term of art which involves application of the rules described below.

Broadly speaking, a handwritten signature is intended to fulfil a variety of formal functions, such as
the following that are often cited in the German legal literature:

¢ Finality function (AbchluRfunktion): The signature should make it clear that the signed doc-
ument represents a completed declaration of will, and not just a draft which the signatory did
not intend to be bound by.

e Cautionary function (Warnfunktion). A signatory should be made aware that by his signature
he is entering into a binding transaction.

o Evidentiary function (Beweisfunktion). A party should in case of dispute be able to use a sig-
nature for evidentiary purposes.

However, these functions are limited by a further important principle, namely that of party autonomy.
That is, in most cases a signatory should be able to rely on an expression of his will (such as a signa-
ture) being respected and not invalidated by the legal system for failure to meet a handwriting re-
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quirement, as long as it is clear from the circumstances that he intended to be bound by it. The deci-
sive question then becomes how a legal system balances the interests listed above, which can be com-
peting. For instance, respecting the will of parties who have agreed, e.g., that an "X" scratched onto
tree bark is sufficient to convey a plot of land is clearly in a state of tension with the need to provide
clear evidence of ownership of real estate and to warn parties against entering into such important
transactions too lightly. It is therefore not surprising that many legal systems make enhanced eviden-
tiary privileges or even legal validity for certain transactions dependent on the fulfilment of handwrit-
ten signature requirements [33].

Authentication

Authentication is an adjunct step to identification that confirms an asserted identity with a specified,
or understood, level of confidence. Authentication can be used to provide high assurance that the pur-
ported identity is, in fact, the correct identity associated with the entity that provides it. The authenti-
cation mechanism can be based on something that the entity knows, has, or is (e.g., a password, smart
card that uses some encryption or random number for a challenge-response scheme, or a fingerprint)
[34].

The Approval system
Marketing Authorisations for Veterinary Medicinal Products within the EU
e What is an Authorisation?

Whether for human or veterinary use a medicinal product must be the subject of a valid Marketing
Authorisation (MA) before it can be placed on the market for sale and supply. The Marketing Author-
isation Holder (MAH) has to market the product in compliance with the terms of the authorisation.

MAs issued only allow the product in question to be marketed by the MAH in that EU Member State,
unless the product has been authorised via the centralised procedure in which case a single MA (a
Community Authorisation) is granted by the European Commission and is considered valid in all EU
Member States.

All applications for a MA are assessed based on supporting data provided for safety, quality and effi-
cacy. A product only receives a MA if its benefits outweigh any risks.

Not all products for which MA applications are submitted are subsequently granted a Marketing Au-
thorisation. Some applications are refused due to insufficient and/or inadequate data.

e How long is a Marketing Authorisation valid for?

A national Marketing Authorisation (MA) is initially valid for five years from the date of first authori-
sation. At the end of the five year period it will be subject to renewal, which is a mechanism for re-
viewing the product to ensure the benefit/risk balance remains favourable. This review takes into con-
sideration any further information obtained about the product from the experience gained of its use
since it was first authorised, e.g. pharma covigilance data. This is to ensure that the product's MA is
still appropriate. Following this review the MA will be valid indefinitely, or the MAH will be asked to
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submit another renewal in a further five years’ time.
e What legislation controls medicines?

EU Legislation - The body of EU legislation in the pharmaceutical sector is compiled in Volume 1
and 5 of the publication "Rules governing medicinal products in the EU" [35]. EU Directives are im-
plemented through national legislation

Privacy

The text as wvoted by the EP on March 12, 2014 <can be found here:
http://www.europarl.europa.eu/meetdocs/2009 2014/documents/libe/pr/922/922387/922387en.pdf
this reference and texts includes the original text proposal by the commission of the beginning of
2012 and the text as it came out of the negotiations in the European Parliament on that was voted up-
on on March 12, 2014. The unofficial consolidated version is to be found here:
http://www.janalbrecht.eu/fileadmin/material/Dokumente/DPR-Regqulation-inofficial-consolidated-

LIBE.pdf

Identification
2012 Survey on e-ldentification (SSEDIC)

Each of us uses an e-ID on daily basis, e.g. when signing in to an email account, Facebook profile,
Internet banking, or to access services of public authorities. For such online transactions, we need to
identify and authenticate ourselves. Currently, various types of hardware and software are used for
this purpose, with varying levels of security. More than ever before, this confronts us with questions
about privacy protection when sending personal information over the Internet. All these issues are the
subject of this survey for which your attention and collaboration is required. This survey is organized
by SSEDIC, a EU-supported research group that advises the European Commission in defining its
policy on Electronic Identity for the coming years. A summary of the results will be made public via
website [36].

e-identification and e-authentication (referred to as 'e-IAS services' together with e-Signatures) are the
electronic equivalent of personal identification and validation of personal identification. In simple
terms, these perform the same functions in an electronic environment as in the paper world: a person
provides his/her name (identification) and proves through the presentation of evidence (such as a
passport or identity card) the correctness of the data provided (authentication). Electronic identifica-
tion and electronic authentication have not yet been unequivocally defined in EU-acquis, but relate
respectively or processes that aim to determine who a person is (identification) and to confirm that a
person is who he claims to be (authentication) e-IDs are systems which have specific institutional,
procedural and technological characteristics which vary from country to country. This means that they
operate according to national rules: the “definition” of personal identity, the concerned institutions
issuing e-1Ds, managing the database(s) and the underlying authentication and security technologies.
Creating interoperable e-IDs and mutual recognition and acceptance of national e-1Ds requires a
common regulatory framework, on recognition and acceptance between all Member States. The will-
ingness to create interoperability and mutual recognition across borders is the subject of our analysis.
Institutionally, the e-ID systems are usually closely related to traditional ID management, and, subse-
guently, most likely share some of the procedures and technological resources. (TNO rapport)
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Appendix B: Regulation on Electronic Identification and Trust Services
Legal elements of the Regulation (EU) No 910/2014 of the European Parliament and of the Council of
23.July 2014 on electronic identification and trust services for electronic transactions in the internal
market and repealing Directive 1999/93/EC [34].

Legal Basis

The regulation [34] is based on Article 114 TFEU [37], which concerns the adoption of rules to re-
move existing barriers to the functioning of the internal market. Citizens, businesses and administra-
tions will be able to benefit from the mutual recognition and acceptance of electronic identification,
authentication, signatures and other trust services across borders when needed for the access and
completion of electronic procedures or transactions.

A Regulation is considered to be the most appropriate legal instrument. The direct applicability of a
regulation pursuant to Article 288 TFEU [38] will reduce legal fragmentation and provide greater
legal certainty by introducing a harmonised set of core rules contributing to the functioning of the
internal market. The legislations pertaining to data identification for electronic transactions have been
selected and the following subjects have been identified as being be most useful for the legal analysis
of the use cases in this deliverable.

The following section contains a list of legislations associated to the following subjects:
1. Electronic Identification
2. Trust Services
3. Electronic Signature
4. Electronic Documents
5. Controller
6. Processor
7. Data Protection

8. Data Security

The following articles are from Regulation (EU) No 910/2014 of the European Parliament and of the
Council of 23.July 2014 on electronic identification and trust services for electronic transactions in the
internal market and repealing Directive 1999/93/EC [34]
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1. Electronic Identification
Article 6
Mutual Recognition

1. When an electronic identification using an electronic identification means and authentication is
required under national law or by administrative practice to access a service provided by a public sec-
tor body online in one Member State, the electronic identification means issued in another Member
State shall be recognised in the first Member State for the purposes of cross-border authentication for
that service online, provided that the following conditions are met:

() the electronic identification means is issued under an electronic identification scheme that is in-
cluded in the list published by the Commission pursuant to Article 9;

the assurance level of the electronic identification means corresponds to an assurance level equal

(b) to or higher than the assurance level required by the relevant public sector body to access that
service online in the first Member State, provided that the assurance level of that electronic identi-
fication means corresponds to the assurance level substantial or high;

the relevant public sector body uses the assurance level substantial or high in relation to accessing
(c) that service online.

Such recognition shall take place no later than 12 months after the Commission publishes the list re-
ferred to in point (a) of the first subparagraph.

2. An electronic identification means which is issued under an electronic identification scheme in-
cluded in the list published by the Commission pursuant to Article 9 and which corresponds to the
assurance level low may be recognised by public sector bodies for the purposes of cross-border au-
thentication for the service provided online by those bodies.

Article 7
Eligibility for notification of electronic identification schemes

An electronic identification scheme shall be eligible for notification pursuant to Article 9(1) provided
that all of the following conditions are met:

() the electronic identification means under the electronic identification scheme are issued:
(i) by the notifying Member State;
(if) under a mandate from the notifying Member State; or

(iii) independently of the notifying Member State and are recognised by that Member State;

the electronic identification means under the electronic identification scheme can be used to ac-
(b) cess at least one service which is provided by a public sector body and which requires electronic
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identification in the notifying Member State;

the electronic identification scheme and the electronic identification means issued thereunder
(c) meet the requirements of at least one of the assurance levels set out in the implementing act re-
ferred to in Article 8(3);

the notifying Member State ensures that the person identification data uniquely representing the

(d) person in question is attributed, in accordance with the technical specifications, standards and
procedures for the relevant assurance level set out in the implementing act referred to in Article
8(3), to the natural or legal person referred to in point 1 of Article 3 at the time the electronic
identification means under that scheme is issued:;

the party issuing the electronic identification means under that scheme ensures that the electronic

(e) identification means is attributed to the person referred to in point (d) of this Article in accordance
with the technical specifications, standards and procedures for the relevant assurance level set out
in the implementing act referred to in Article 8(3);

the notifying Member State ensures the availability of authentication online, so that any relying
(f) party established in the territory of another Member State is able to confirm the person identifica-
tion data received in electronic form.

For relying parties other than public sector bodies the notifying Member State may define terms
of access to that authentication. The cross-border authentication shall be provided free of charge
when it is carried out in relation to a service online provided by a public sector body.

Member States shall not impose any specific disproportionate technical requirements on relying
parties intending to carry out such authentication, where such requirements prevent or significant-
ly impede the interoperability of the notified electronic identification schemes;

at least six months prior to the notification pursuant to Article 9(1), the notifying Member State

(g) provides the other Member States for the purposes of the obligation under Article 12(5) a descrip-
tion of that scheme in accordance with the procedural arrangements established by the implement-
ing acts referred to in Article 12(7);

the electronic identification scheme meets the requirements set out in the implementing act re-
(h) ferred to in Article 12(8).

Article 8
Assurance levels of electronic identification schemes

1. An electronic identification scheme notified pursuant to Article 9(1) shall specify assurance levels
low, substantial and/or high for electronic identification means issued under that scheme.

2. The assurance levels low, substantial and high shall meet respectively the following criteria:

() assurance level low shall refer to an electronic identification means in the context of an electronic
identification scheme, which provides a limited degree of confidence in the claimed or asserted
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(b)

(©)

3.

identity of a person, and is characterised with reference to technical specifications, standards and
procedures related thereto, including technical controls, the purpose of which is to decrease the
risk of misuse or alteration of the identity;

assurance level substantial shall refer to an electronic identification means in the context of an
electronic identification scheme, which provides a substantial degree of confidence in the claimed
or asserted identity of a person, and is characterised with reference to technical specifications,
standards and procedures related thereto, including technical controls, the purpose of which is to
decrease substantially the risk of misuse or alteration of the identity;

assurance level high shall refer to an electronic identification means in the context of an electronic
identification scheme, which provides a higher degree of confidence in the claimed or asserted
identity of a person than electronic identification means with the assurance level substantial, and
is characterised with reference to technical specifications, standards and procedures related there-
to, including technical controls, the purpose of which is to prevent misuse or alteration of the
identity.

By 18 September 2015, taking into account relevant international standards and subject to para-

graph 2, the Commission shall, by means of implementing acts, set out minimum technical specifica-
tions, standards and procedures with reference to which assurance levels low, substantial and high are
specified for electronic identification means for the purposes of paragraph 1 of article 8 above.

Those minimum technical specifications, standards and procedures shall be set out by reference to the
reliability and quality of the following elements:

(@)

(b)
(©

(d)
(€)

)

The procedure to prove and verify the identity of natural or legal persons applying for the issu-
ance of electronic identification means;

the procedure for the issuance of the requested electronic identification means;

the authentication mechanism, through which the natural or legal person uses the electronic
identification means to confirm its identity to a relying party;

the entity issuing the electronic identification means;

any other body involved in the application for the issuance of the electronic identification
means; and

the technical and security specifications of the issued electronic identification means.

Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 48(2).

Article 9

Notification
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1. The notifying Member State shall notify to the Commission the following information and, with-
out undue delay, any subsequent changes thereto:

(@) A description of the electronic identification scheme, including its assurance levels and the issuer
or issuers of electronic identification means under the scheme;

the applicable supervisory regime and information on the liability regime with respect to the fol-
(b) lowing:

(i)  the party issuing the electronic identification means; and

(if)  the party operating the authentication procedure;

(c) the authority or authorities responsible for the electronic identification scheme;

information on the entity or entities which manage the registration of the unique person identifi-
(d) cation data;

a description of how the requirements set out in the implementing acts referred to in Article 12(8)
(e) are met;

(f) adescription of the authentication referred to in point (f) of Article 7;

arrangements for suspension or revocation of either the notified electronic identification scheme
(g) or authentication or the compromised parts concerned.

2. One year from the date of application of the implementing acts referred to in Articles 8(3) and
12(8), the Commission shall publish in the Official Journal of the European Union a list of the elec-
tronic identification schemes which were notified pursuant to paragraph 1 of this Article and the basic
information thereon.

3. If the Commission receives a notification after the expiry of the period referred to in paragraph 2,
it shall publish in the Official Journal of the European Union the amendments to the list referred to in
paragraph 2 within two months from the date of receipt of that notification.

4. A Member State may submit to the Commission a request to remove an electronic identification
scheme notified by that Member State from the list referred to in paragraph 2. The Commission shall
publish in the Official Journal of the European Union the corresponding amendments to the list within
one month from the date of receipt of the Member State’s request.

5. The Commission may, by means of implementing acts, define the circumstances, formats and
procedures of notifications under paragraph 1. Those implementing acts shall be adopted in accord-
ance with the examination procedure referred to in Article 48(2).

Article 10

Security Breach
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1. Where either the electronic identification scheme notified pursuant to Article 9(1) or the authenti-
cation referred to in point (f) of Article 7 is breached or partly compromised in a manner that affects
the reliability of the cross-border authentication of that scheme, the notifying Member State shall,
without delay, suspend or revoke that cross-border authentication or the compromised parts con-
cerned, and shall inform other Member States and the Commission.

2. When the breach or compromise referred to in paragraph 1 is remedied, the notifying Member
State shall re-establish the cross-border authentication and shall inform other Member States and the
Commission without undue delay.

3. If the breach or compromise referred to in paragraph 1 is not remedied within three months of the
suspension or revocation, the notifying Member State shall notify other Member States and the Com-
mission of the withdrawal of the electronic identification scheme.

The Commission shall publish in the Official Journal of the European Union the corresponding
amendments to the list referred to in Article 9(2) without undue delay.

Article 11
Liability

1. The notifying Member State shall be liable for damage caused intentionally or negligently to any
natural or legal person due to a failure to comply with its obligations under points (d) and (f) of Arti-
cle 7 in a cross-border transaction.

2. The party issuing the electronic identification means shall be liable for damage caused intentional-
ly or negligently to any natural or legal person due to a failure to comply with the obligation referred
to in point (e) of Article 7 in a cross-border transaction.

3. The party operating the authentication procedure shall be liable for damage caused intentionally or
negligently to any natural or legal person due to a failure to ensure the correct operation of the authen-
tication referred to in point (f) of Article 7 in a cross-border transaction.

4. Paragraphs 1, 2 and 3 shall be applied in accordance with national rules on liability.

5. Paragraphs 1, 2 and 3 are without prejudice to the liability under national law of parties to a trans-
action in which electronic identification means falling under the electronic identification scheme noti-
fied pursuant to Article 9(1) are used.

Article 12
Cooperation and Interoperability

1. The national electronic identification schemes notified pursuant to Article 9(1) shall be interoper-
able.

2. For the purposes of paragraph 1, an interoperability framework shall be established.

3. The interoperability framework shall meet the following criteria:
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(@) Itaims to be technology neutral and does not discriminate between any specific national technical
solutions for electronic identification within a Member State;

it follows European and international standards, where possible;

(b)

it facilitates the implementation of the principle of privacy by design; and

(©)

it ensures that personal data is processed in accordance with Directive 95/46/EC.

(d)
4. The interoperability framework shall consist of:

(@ A reference to minimum technical requirements related to the assurance levels under Article 8;

(b) a mapping of national assurance levels of notified electronic identification schemes to the assur-
ance levels under Article 8;

(c) areference to minimum technical requirements for interoperability;

(d) a reference to a minimum set of person identification data uniquely representing a natural or
legal person, which is available from electronic identification schemes;

(e) rules of procedure;

() arrangements for dispute resolution; and

(g) common operational security standards.

5. Member States shall cooperate with regard to the following:

(@) The interoperability of the electronic identification schemes notified pursuant to Article 9(1) and
the electronic identification schemes which Member States intend to notify; and

(b) the security of the electronic identification schemes.
6. The cooperation between Member States shall consist of:

(&) The exchange of information, experience and good practice as regards electronic identification
schemes and in particular technical requirements related to interoperability and assurance levels;

(b) the exchange of information, experience and good practice as regards working with assurance
levels of electronic identification schemes under Article 8;

(c) peer review of electronic identification schemes falling under this Regulation; and
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(d) examination of relevant developments in the electronic identification sector.

7. By 18 March 2015, the Commission shall, by means of implementing acts, establish the necessary
procedural arrangements to facilitate the cooperation between the Member States referred to in para-
graphs 5 and 6 with a view to fostering a high level of trust and security appropriate to the degree of
risk.

8. By 18 September 2015, for the purpose of setting uniform conditions for the implementation of the
requirement under paragraph 1, the Commission shall, subject to the criteria set out in paragraph 3
and taking into account the results of the cooperation between Member States, adopt implementing
acts on the interoperability framework as set out in paragraph 4.

9. The implementing acts referred to in paragraphs 7 and 8 of this Article shall be adopted in accord-
ance with the examination procedure referred to in Article 48(2).

2. Trust Services
Article 13
Liability and burden of proof

1. Without prejudice to paragraph 2, trust service providers shall be liable for damage caused inten-
tionally or negligently to any natural or legal person due to a failure to comply with the obligations
under this Regulation.

The burden of proving intention or negligence of a non-qualified trust service provider shall lie with
the natural or legal person claiming the damage referred to in the first subparagraph.

The intention or negligence of a qualified trust service provider shall be presumed unless that quali-
fied trust service provider proves that the damage referred to in the first subparagraph occurred with-
out the intention or negligence of that qualified trust service provider.

2. Where trust service providers duly inform their customers in advance of the limitations on the use
of the services they provide and where those limitations are recognisable to third parties, trust service
providers shall not be liable for damages arising from the use of services exceeding the indicated limi-
tations.

3. Paragraphs 1 and 2 shall be applied in accordance with national rules on liability.
Article 14
International Aspects

1. Trust services provided by trust service providers established in a third country shall be recog-
nised as legally equivalent to qualified trust services provided by qualified trust service providers
established in the Union where the trust services originating from the third country are recognised
under an agreement concluded between the Union and the third country in question or an international
organisation in accordance with Article 218 TFEU.
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2. Agreements referred to in paragraph 1 shall ensure, in particular, that:

() the requirements applicable to qualified trust service providers established in the Union and the
qualified trust services they provide are met by the trust service providers in the third country or
international organisations with which the agreement is concluded, and by the trust services they
provide;

(b) the qualified trust services provided by qualified trust service providers established in the Union
are recognised as legally equivalent to trust services provided by trust service providers in the
third country or international organisation with which the agreement is concluded.

Article 15
Accessibility for persons with disabilities

Where feasible, trust services provided and end-user products used in the provision of those services
shall be made accessible for persons with disabilities.

Article 16
Penalties

Member States shall lay down the rules on penalties applicable to infringements of this Regulation.
The penalties provided for shall be effective, proportionate and dissuasive.

SECTION 2
Supervision
Article 17
Supervisory body

1. Member States shall designate a supervisory body established in their territory or, upon mutual
agreement with another Member State, a supervisory body established in that other Member State.
That body shall be responsible for supervisory tasks in the designating Member State.

Supervisory bodies shall be given the necessary powers and adequate resources for the exercise of
their tasks.

2. Member States shall notify to the Commission the names and the addresses of their respective
designated supervisory bodies.

3. The role of the supervisory body shall be the following:

(a) to supervise qualified trust service providers established in the territory of the designating Mem-
ber State to ensure, through ex ante and ex post supervisory activities, that those qualified trust
service providers and the qualified trust services that they provide meet the requirements laid
down in this Regulation;

to take action if necessary, in relation to non-qualified trust service providers established in the
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(b) territory of the designating Member State, through ex post supervisory activities, when informed
that those non-qualified trust service providers or the trust services they provide allegedly do not
meet the requirements laid down in this Regulation.

4. For the purposes of paragraph 3 and subject to the limitations provided therein, the tasks of the
supervisory body shall include in particular:

(a) to cooperate with other supervisory bodies and provide them with assistance in accordance with
article 18;

(b) to analyse the conformity assessment reports referred to in Articles 20(1) and 21(1);

(c) to inform other supervisory bodies and the public about breaches of security or loss of integrity in
accordance with Article 19(2);

(d) to report to the Commission about its main activities in accordance with paragraph 6 of this Arti-
cle;

(e) to carry out audits or request a conformity assessment body to perform a conformity assessment
of the qualified trust service providers in accordance with Article 20(2);

(f) to cooperate with the data protection authorities, in particular, by informing them without undue
delay, about the results of audits of qualified trust service providers, where personal data protec-
tion rules appear to have been breached,;

(g) to grant qualified status to trust service providers and to the services they provide and to withdraw
this status in accordance with Articles 20 and 21;

to inform the body responsible for the national trusted list referred to in Article 22(3) about its
(h) decisions to grant or to withdraw qualified status, unless that body is also the supervisory body;

(i) to verify the existence and correct application of provisions on termination plans in cases where
the qualified trust service provider ceases its activities, including how information is kept accessi-
ble in accordance with point (h) of Article 24(2);

(j) to require that trust service providers remedy any failure to fulfil the requirements laid down in
this Regulation.

5. Member States may require the supervisory body to establish, maintain and update a trust infra-
structure in accordance with the conditions under national law.

6. By 31 March each year, each supervisory body shall submit to the Commission a report on its
previous calendar year’s main activities together with a summary of breach notifications received
from trust service providers in accordance with Article 19(2).

7. The Commission shall make the annual report referred to in paragraph 6 available to Member
States.
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8. The Commission may, by means of implementing acts, define the formats and procedures for the
report referred to in paragraph 6. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 48(2).

Article 18
Mutual assistance
1. Supervisory bodies shall cooperate with a view to exchanging good practice.

A supervisory body shall, upon receipt of a justified request from another supervisory body, provide
that body with assistance so that the activities of supervisory bodies can be carried out in a consistent
manner. Mutual assistance may cover, in particular, information requests and supervisory measures,
such as requests to carry out inspections related to the conformity assessment reports as referred to in
Articles 20 and 21.

2. A supervisory body to which a request for assistance is addressed may refuse that request on any
of the following grounds:

() the supervisory body is not competent to provide the requested assistance;

(b) the requested assistance is not proportionate to supervisory activities of the supervisory body car-
ried out in accordance with Article 17;

(c) providing the requested assistance would be incompatible with this Regulation.

3. Where appropriate, Member States may authorise their respective supervisory bodies to carry out
joint investigations in which staff from other Member States’ supervisory bodies is involved. The
arrangements and procedures for such joint actions shall be agreed upon and established by the Mem-
ber States concerned in accordance with their national law.

Article 19
Security requirements applicable to trust service providers

1. Qualified and non-qualified trust service providers shall take appropriate technical and organisa-
tional measures to manage the risks posed to the security of the trust services they provide. Having
regard to the latest technological developments, those measures shall ensure that the level of security
is commensurate to the degree of risk. In particular, measures shall be taken to prevent and minimise
the impact of security incidents and inform stakeholders of the adverse effects of any such incidents.

2. Qualified and non-qualified trust service providers shall, without undue delay but in any event
within 24 hours after having become aware of it, notify the supervisory body and, where applicable,
other relevant bodies, such as the competent national body for information security or the data protec-
tion authority, of any breach of security or loss of integrity that has a significant impact on the trust
service provided or on the personal data maintained therein.
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Where the breach of security or loss of integrity is likely to adversely affect a natural or legal person
to whom the trusted service has been provided, the trust service provider shall also notify the natural
or legal person of the breach of security or loss of integrity without undue delay.

Where appropriate, in particular if a breach of security or loss of integrity concerns two or more
Member States, the notified supervisory body shall inform the supervisory bodies in other Member
States concerned and ENISA.

The notified supervisory body shall inform the public or require the trust service provider to do so,
where it determines that disclosure of the breach of security or loss of integrity is in the public inter-
est.

3. The supervisory body shall provide ENISA once a year with a summary of notifications of breach
of security and loss of integrity received from trust service providers.

4. The Commission may, by means of implementing acts,:
() further specify the measures referred to in paragraph 1; and
(b) define the formats and procedures, including deadlines, applicable for the purpose of paragraph 2.

Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Acrticle 48(2).

3. Electronic signature
Article 25
Legal effects of electronic signatures

1. An electronic signature shall not be denied legal effect and admissibility as evidence in legal pro-
ceedings solely on the grounds that it is in an electronic form or that it does not meet the requirements
for qualified electronic signatures.

2. A qualified electronic signature shall have the equivalent legal effect of a handwritten signature.

3. A qualified electronic signature based on a qualified certificate issued in one Member State shall
be recognised as a qualified electronic signature in all other Member States.

Article 26
Requirements for advanced electronic signatures

An advanced electronic signature shall meet the following requirements:

(@) itisuniquely linked to the signatory;
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(b)
(©)

(d)

1.

it is capable of identifying the signatory;

it is created using electronic signature creation data that the signatory can, with a high level of confi-
dence, use under his sole control; and

it is linked to the data signed therewith in such a way that any subsequent change in the data is detecta-
ble.

Article 27

Electronic signatures in public services

If a Member State requires an advanced electronic signature to use an online service offered by, or

on behalf of, a public sector body, that Member State shall recognise advanced electronic signatures,
advanced electronic signatures based on a qualified certificate for electronic signatures, and qualified
electronic signatures in at least the formats or using methods defined in the implementing acts referred
to in paragraph 5.

2.

If a Member State requires an advanced electronic signature based on a qualified certificate to use

an online service offered by, or on behalf of, a public sector body, that Member State shall recognise
advanced electronic signatures based on a qualified certificate and qualified electronic signatures in at
least the formats or using methods defined in the implementing acts referred to in paragraph 5.

3. Member States shall not request for cross-border use in an online service offered by a public sec-
tor body an electronic signature at a higher security level than the qualified electronic signature.

4. The Commission may, by means of implementing acts, establish reference numbers of standards
for advanced electronic signatures. Compliance with the requirements for advanced electronic signa-
tures referred to in paragraphs 1 and 2 of this Article and in Article 26 shall be presumed when an
advanced electronic signature meets those standards. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 48(2).

5. By 18 September 2015, and taking into account existing practices, standards and Union legal acts,
the Commission shall, by means of implementing acts, define reference formats of advanced electron-
ic signatures or reference methods where alternative formats are used. Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 48(2).

Article 28

Qualified certificates for electronic signatures

1. Qualified certificates for electronic signatures shall meet the requirements laid down in Annex I.

2. Qualified certificates for electronic signatures shall not be subject to any mandatory requirement
exceeding the requirements laid down in Annex I.

3. Qualified certificates for electronic signatures may include non-mandatory additional specific
attributes. Those attributes shall not affect the interoperability and recognition of qualified electronic
signatures.
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4. If a qualified certificate for electronic signatures has been revoked after initial activation, it shall
lose its validity from the moment of its revocation, and its status shall not in any circumstances be
reverted.

5. Subject to the following conditions, Member States may lay down national rules on temporary
suspension of a qualified certificate for electronic signature:

(a) if a qualified certificate for electronic signature has been temporarily suspended that certificate
shall lose its validity for the period of suspension;

the period of suspension shall be clearly indicated in the certificate database and the suspension
(b) status shall be visible, during the period of suspension, from the service providing information on
the status of the certificate.

6. The Commission may, by means of implementing acts, establish reference numbers of standards
for qualified certificates for electronic signature. Compliance with the requirements laid down in An-
nex | shall be presumed where a qualified certificate for electronic signature meets those standards.
Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Article 48(2).

Article 29
Requirements for qualified electronic signature creation devices
1. Qualified electronic signature creation devices shall meet the requirements laid down in Annex II.

2. The Commission may, by means of implementing acts, establish reference numbers of standards
for qualified electronic signature creation devices. Compliance with the requirements laid down in
Annex Il shall be presumed where a qualified electronic signature creation device meets those stand-
ards. Those implementing acts shall be adopted in accordance with the examination procedure re-
ferred to in Article 48(2).

Article 30
Certification of qualified electronic signature creation devices

1. Conformity of qualified electronic signature creation devices with the requirements laid down in
Annex Il shall be certified by appropriate public or private bodies designated by Member States.

2. Member States shall notify to the Commission the names and addresses of the public or private
body referred to in paragraph 1. The Commission shall make that information available to Member
States.

3. The certification referred to in paragraph 1 shall be based on one of the following:

() a security evaluation process carried out in accordance with one of the standards for the security
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assessment of information technology products included in the list established in accordance with
the second subparagraph; or

(b) a process other than the process referred to in point (a), provided that it uses comparable security
levels and provided that the public or private body referred to in paragraph 1 notifies that process
to the Commission. That process may be used only in the absence of standards referred to in point
(a) or when a security evaluation process referred to in point (a) is ongoing.

The Commission shall, by means of implementing acts, establish a list of standards for the security
assessment of information technology products referred to in point (a). Those implementing acts shall
be adopted in accordance with the examination procedure referred to in Article 48(2).

4. The Commission shall be empowered to adopt delegated acts in accordance with Article 47 con-
cerning the establishment of specific criteria to be met by the designated bodies referred to in para-
graph 1 of this Article.

Article 31
Publication of a list of certified qualified electronic signature creation devices

1. Member States shall notify to the Commission without undue delay and no later than one month
after the certification is concluded, information on qualified electronic signature creation devices that
have been certified by the bodies referred to in Article 30(1). They shall also notify to the Commis-
sion, without undue delay and no later than one month after the certification is cancelled, information
on electronic signature creation devices that are no longer certified.

2. On the basis of the information received, the Commission shall establish, publish and maintain a
list of certified qualified electronic signature creation devices.

3. The Commission may, by means of implementing acts, define formats and procedures applicable
for the purpose of paragraph 1. Those implementing acts shall be adopted in accordance with the ex-
amination procedure referred to in Article 48(2).

Article 32
Requirements for the validation of qualified electronic signatures

1. The process for the validation of a qualified electronic signature shall confirm the validity of a
qualified electronic signature provided that:

(@) the certificate that supports the signature was, at the time of signing, a qualified certificate for
electronic signature complying with Annex I;

(b) the qualified certificate was issued by a qualified trust service provider and was valid at the time
of signing;
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(c) the signature validation data corresponds to the data provided to the relying party;

(d) the unique set of data representing the signatory in the certificate is correctly provided to the
relying party;

(e) the use of any pseudonym is clearly indicated to the relying party if a pseudonym was used at
the time of signing;

(f) the electronic signature was created by a qualified electronic signature creation device;
(g) the integrity of the signed data has not been compromised;
(h) the requirements provided for in Article 26 were met at the time of signing.

2. The system used for validating the qualified electronic signature shall provide to the relying party
the correct result of the validation process and shall allow the relying party to detect any security rele-
vant issues.

3. The Commission may, by means of implementing acts, establish reference numbers of standards
for the validation of qualified electronic signatures. Compliance with the requirements laid down in
paragraph 1 shall be presumed where the validation of qualified electronic signatures meets those
standards. Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 48(2).

Article 33
Qualified validation service for qualified electronic signatures

1. A qualified validation service for qualified electronic signatures may only be provided by a quali-
fied trust service provider who:

(a) provides validation in compliance with Article 32(1); and

allows relying parties to receive the result of the validation process in an automated manner,
(b) which is reliable, efficient and bears the advanced electronic signature or advanced electronic seal
of the provider of the qualified validation service.

2. The Commission may, by means of implementing acts, establish reference numbers of standards
for qualified validation service referred to in paragraph 1. Compliance with the requirements laid
down in paragraph 1 shall be presumed where the validation service for a qualified electronic signa-
ture meets those standards.

Article 34

Qualified preservation service for qualified electronic signatures
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1. A qualified preservation service for qualified electronic signatures may only be provided by a
qualified trust service provider that uses procedures and technologies capable of extending the trust-
worthiness of the qualified electronic signature beyond the technological validity period.

2. The Commission may, by means of implementing acts, establish reference numbers of standards
for the qualified preservation service for qualified electronic signatures. Compliance with the re-
quirements laid down in paragraph 1 shall be presumed where the arrangements for the qualified
preservation service for qualified electronic signatures meet those standards. Those implementing acts
shall be adopted in accordance with the examination procedure referred to in Article 48(2).

4. Electronic Documents
Article 46
Legal effects of electronic documents

An electronic document shall not be denied legal effect and admissibility as evidence in legal pro-
ceedings solely on the grounds that it is in electronic form.

5. Website Authentication
Article 45
Requirements for qualified certificates for website authentication

1. Qualified certificates for website authentication shall meet the requirements laid down in Annex
(\VA

2. The Commission may, by means of implementing acts, establish reference numbers of standards
for qualified certificates for website authentication. Compliance with the requirements laid down in
Annex IV shall be presumed where a qualified certificate for website authentication meets those
standards. Those implementing acts shall be adopted in accordance with the examination procedure
referred to in Article 48(2).

DATA CONTROLLER AND DATA PROCESSOR: GENERAL OBLIGATIONS
Article 22
Responsibility of the controller

1. The controller shall adopt policies and implement appropriate measures to ensure and be able to
demonstrate that the processing of personal data is performed in compliance with this Regulation.

2. The measures provided for in paragraph 1 shall in particular include:
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(a) keeping the documentation pursuant to Article 28;
(b) implementing the data security requirements laid down in Article 30;
(c) performing a data protection impact assessment pursuant to Article 33;

(d) complying with the requirements for prior authorisation or prior consultation of the supervisory
authority pursuant to Article 34(1) and (2);

(e) designating a data protection officer pursuant to Article 35(1).

3. The controller shall implement mechanisms to ensure the verification of the effectiveness of the
measures referred to in paragraphs 1 and 2. If proportionate, this verification shall be carried out by
independent internal or external auditors.

4. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of specifying any further criteria and requirements for appropriate measures referred to in
paragraph 1 other than those already referred to in paragraph 2, the conditions for the verification and
auditing mechanisms referred to in paragraph 3 and as regards the criteria for proportionality under
paragraph 3, and considering specific measures for micro, small and medium-sized-enterprises.

Acrticle 23
Data protection by design and by default

1. Having regard to the state of the art and the cost of implementation, the controller shall, both at the
time of the determination of the means for processing and at the time of the processing itself, imple-
ment appropriate technical and organisational measures and procedures in such a way that the pro-
cessing will meet the requirements of this Regulation and ensure the protection of the rights of the
data subject.

2. The controller shall implement mechanisms for ensuring that, by default, only those personal data
are processed which are necessary for each specific purpose of the processing and are especially not
collected or retained beyond the minimum necessary for those purposes, both in terms of the amount
of the data and the time of their storage. In particular, those mechanisms shall ensure that by default
personal data are not made accessible to an indefinite number of individuals.

3. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of specifying any further criteria and requirements for appropriate measures and mechanisms
referred to in paragraph 1 and 2, in particular for data protection by design requirements applicable
across sectors, products and services.

4. The Commission may lay down technical standards for the requirements laid down in paragraph 1
and 2. Those implementing acts shall be adopted in accordance with the examination procedure re-
ferred to in Article 87(2).

Article 24
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Joint controllers

Where a controller determines the purposes, conditions and means of the processing of personal data
jointly with others, the joint controllers shall determine their respective responsibilities for compliance
with the obligations under this Regulation, in particular as regards the procedures and mechanisms for
exercising the rights of the data subject, by means of an arrangement between them.

Avrticle 25
Representatives of controllers not established in the Union

1. In the situation referred to in Article 3(2), the controller shall designate a representative in the Un-
ion. EN 57 EN

2. This obligation shall not apply to:

(2) a controller established in a third country where the Commission has decided that the third country
ensures an adequate level of protection in accordance with Article 41; or

(b) an enterprise employing fewer than 250 persons; or
(c) a public authority or body; or
(d) a controller offering only occasionally goods or services to data subjects residing in the Union.

3. The representative shall be established in one of those Member States where the data subjects
whose personal data are processed in relation to the offering of goods or services to them, or whose
behaviour is monitored, reside.

4. The designation of a representative by the controller shall be without prejudice to legal actions
which could be initiated against the controller itself.

6. Processor

1. Where a processing operation is to be carried out on behalf of a controller, the controller shall
choose a processor providing sufficient guarantees to implement appropriate technical and organisa-
tional measures and procedures in such a way that the processing will meet the requirements of this
Regulation and ensure the protection of the rights of the data subject, in particular in respect of the
technical security measures and organizational measures governing the processing to be carried out
and shall ensure compliance with those measures.

2. The carrying out of processing by a processor shall be governed by a contract or other legal act
binding the processor to the controller and stipulating in particular that the processor shall:

(a) act only on instructions from the controller, in particular, where the transfer of the personal data
used is prohibited;

(b) employ only staff who have committed themselves to confidentiality or are under a statutory obli-
gation of confidentiality;
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(c) take all required measures pursuant to Article 30;
(d) enlist another processor only with the prior permission of the controller;

(e) insofar as this is possible given the nature of the processing, create in agreement with the control-
ler the necessary technical and organisational requirements for the fulfilment of the controller’s obli-

gation to respond to requests for exercising the data subject’s rights laid down in Chapter III; EN 58
EN

() assist the controller in ensuring compliance with the obligations pursuant to Articles 30 to 34;

(9) hand over all results to the controller after the end of the processing and not process the personal
data otherwise;

(h) make available to the controller and the supervisory authority all information necessary to control
compliance with the obligations laid down in this Article.

3. The controller and the processor shall document in writing the controller's instructions and the pro-
cessor's obligations referred to in paragraph 2.

4. If a processor processes personal data other than as instructed by the controller, the processor shall
be considered to be a controller in respect of that processing and shall be subject to the rules on joint
controllers laid down in Article 24.

5. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of further specifying the criteria and requirements for the responsibilities, duties and tasks in
relation to a processor in line with paragraph 1, and conditions which allow facilitating the processing
of personal data within a group of undertakings, in particular for the purposes of control and report-

ing.

7. Data Protection
Article 23
Data protection by design and by default

1. Having regard to the state of the art and the cost of implementation, the controller shall, both at the
time of the determination of the means for processing and at the time of the processing itself, imple-
ment appropriate technical and organisational measures and procedures in such a way that the pro-
cessing will meet the requirements of this Regulation and ensure the protection of the rights of the
data subject.

2. The controller shall implement mechanisms for ensuring that, by default, only those personal data
are processed which are necessary for each specific purpose of the processing and are especially not
collected or retained beyond the minimum necessary for those purposes, both in terms of the amount
of the data and the time of their storage. In particular, those mechanisms shall ensure that by default
personal data are not made accessible to an indefinite number of individuals.

January 7, 2015 Business and Legal Analysis 96



FP7-ICT 611659 AU2EU Deliverable D1.3.1

3. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of specifying any further criteria and requirements for appropriate measures and mechanisms
referred to in paragraph 1 and 2, in particular for data protection by design requirements applicable
across sectors, products and services.

4. The Commission may lay down technical standards for the requirements laid down in paragraph 1
and 2. Those implementing acts shall be adopted in accordance with the examination procedure re-
ferred to in Article 87(2).

8. Data Security
Article 30
Security of Processing

1. The controller and the processor shall implement appropriate technical and organisational measures
to ensure a level of security appropriate to the risks represented by the processing and the nature of
the personal data to be protected, having regard to the state of the art and the costs of their implemen-
tation.

2. The controller and the processor shall, following an evaluation of the risks, take the measures re-
ferred to in paragraph 1 to protect personal data against accidental or unlawful destruction or acci-
dental loss and to prevent any unlawful forms of processing, in particular any unauthorised disclosure,
dissemination or access, or alteration of personal data.

3. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of further specifying the criteria and conditions for the technical and organisational measures
referred to in paragraphs 1 and 2, including the determinations of what constitutes the state of the art,
for specific sectors and in specific data processing situations, in particular taking account of develop-
ments in technology and solutions for privacy by design and data protection by default, unless

paragraph 4 applies.

4. The Commission may adopt, where necessary, implementing acts for specifying the requirements
laid down in paragraphs 1 and 2 to various situations, in particular to:

(a) prevent any unauthorised access to personal data;

(b) prevent any unauthorised disclosure, reading, copying, modification, erasure or removal of per-
sonal data;

(c) ensure the verification of the lawfulness of processing operations.

Those implementing acts shall be adopted in accordance with the examination procedure referred to in
Avrticle 87(2).

Article 31

January 7, 2015 Business and Legal Analysis 97



FP7-ICT 611659 AU2EU Deliverable D1.3.1

Notification of a personal data breach to the supervisory authority

1. In the case of a personal data breach, the controller shall without undue delay and, where feasible,
not later than 24 hours after having become aware of it, notify the personal data breach to the supervi-
sory authority. The notification to the supervisory authority shall be accompanied by a reasoned justi-
fication in cases where it is not made within 24 hours.

2. Pursuant to point (f) of Article 26(2), the processor shall alert and inform the controller immediate-
ly after the establishment of a personal data breach.

3. The notification referred to in paragraph 1 must at least:

(a) describe the nature of the personal data breach including the categories and number of data sub-
jects concerned and the categories and number of data records concerned;

(b) communicate the identity and contact details of the data protection officer or other contact point
where more information can be obtained;

(c) recommend measures to mitigate the possible adverse effects of the personal data breach;
(d) describe the consequences of the personal data breach;
(e) describe the measures proposed or taken by the controller to address the personal data breach.

4. The controller shall document any personal data breaches, comprising the facts surrounding the
breach, its effects and the remedial action taken. This documentation must enable the supervisory
authority to verify compliance with this Article. The documentation shall only include the information
necessary for that purpose.

5. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of further specifying the criteria and requirements for establishing the data breach referred to
in paragraphs 1 and 2 and for the particular circumstances in which a controller and a processor is
required to notify the personal data breach.

6. The Commission may lay down the standard format of such notification to the supervisory authori-
ty, the procedures applicable to the notification requirement and the form and the modalities for the
documentation referred to in paragraph 4, including the time limits for erasure of the information con-
tained therein. Those implementing acts shall be adopted in accordance with the examination proce-
dure referred to in Article 87(2).

Article 32
Communication of a personal data breach to the data subject

1. When the personal data breach is likely to adversely affect the protection of the personal data or
privacy of the data subject, the controller shall, after the notification referred to in Article 31, com-
municate the personal data breach to the data subject without undue delay.
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2. The communication to the data subject referred to in paragraph 1 shall describe the nature of the
personal data breach and contain at least the information and the recommendations provided for in
points (b) and (c) of Article 31(3).

3. The communication of a personal data breach to the data subject shall not be required if the control-
ler demonstrates to the satisfaction of the supervisory authority that it has implemented appropriate
technological protection measures, and that those measures were applied to the data concerned by the
personal data breach. Such EN 62 EN technological protection measures shall render the data unintel-
ligible to any person who is not authorised to access it.

4. Without prejudice to the controller's obligation to communicate the personal data breach to the data
subject, if the controller has not already communicated the personal data breach to the data subject of
the personal data breach, the supervisory authority, having considered the likely adverse effects of the
breach, may require it to do so.

5. The Commission shall be empowered to adopt delegated acts in accordance with Article 86 for the
purpose of further specifying the criteria and requirements as to the circumstances in which a personal
data breach is likely to adversely affect the personal data referred to in paragraph 1 of article 32.

6. The Commission may lay down the format of the communication to the data subject referred to in
paragraph 1 of article 32 and the procedures applicable to that communication. Those implementing
acts shall be adopted in accordance with the examination procedure referred to in Article 87(2).
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Appendix C: Key Words and Definitions
For the purposes of this legal analysis, the following definitions shall apply:

Definitions with reference to the "Proposal for a REGULATION OF THE EUROPEAN PARLIA-
MENT AND OF THE COUNCIL on electronic identification and trust services for electronic transac-
tions in the internal market"

(1) “electronic identification’ means the process of using person identification data in electronic
form uniquely representing either a natural or legal person, or a natural person representing a
legal person;

(2) ‘electronic identification means’ means a material and/or immaterial unit containing person iden-
tification data and which is used for authentication for an online service;

(3) ‘person identification data’ means a set of data enabling the identity of a natural or legal person,
or a natural person representing a legal person to be established,;

(4) “electronic identification scheme’ means a system for electronic identification under which elec-
tronic identification means are issued to natural or legal persons, or natural persons representing
legal persons;

(5) ‘authentication” means an electronic process that enables the electronic identification of a natural
or legal person, or the origin and integrity of data in electronic form to be confirmed;

(6) ‘relying party’ means a natural or legal person that relies upon an electronic identification or a
trust service;

(7) ‘public sector body’ means a state, regional or local authority, a body governed by public law or
an association formed by one or several such authorities or one or several such bodies governed
by public law, or a private entity mandated by at least one of those authorities, bodies or associa-
tions to provide public services, when acting under such a mandate;

(8) ‘body governed by public law’ means a body defined in point (4) of Article 2(1) of Directive
2014/24/EU of the European Parliament and of the Council (**);

(9) ‘signatory’ means a natural person who creates an electronic signature;

(10) ‘electronic signature’ means data in electronic form which is attached to or logically associated
with other data in electronic form and which is used by the signatory to sign;

(11) ‘advanced electronic signature’ means an electronic signature which meets the requirements set
out in Article 26;

(12) ‘qualified electronic signature’ means an advanced electronic signature that is created by a quali-

fied electronic signature creation device, and which is based on a qualified certificate for elec-
tronic signatures;
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(13) ‘electronic signature creation data’ means unique data which is used by the signatory to create an
electronic signature;

(14) “certificate for electronic signature’ means an electronic attestation which links electronic signa-
ture validation data to a natural person and confirms at least the name or the pseudonym of that
person;

(15) ‘qualified certificate for electronic signature’ means a certificate for electronic signatures, that is
issued by a qualified trust service provider and meets the requirements laid down in Annex I;

(16) ‘trust service’ means an electronic service normally provided for remuneration which consists of:
(a) the creation, verification, and validation of electronic signatures, electronic seals or elec-
tronic time stamps, electronic registered delivery services and certificates related to those

services, or

(b) the creation, verification and validation of certificates for website authentication; or

(c) the preservation of electronic signatures, seals or certificates related to those services;

(17) ‘qualified trust service’ means a trust service that meets the applicable requirements laid down in
this Regulation;

(18) ‘conformity assessment body’ means a body defined in point 13 of Article 2 of Regulation (EC)
No 765/2008, which is accredited in accordance with that Regulation as competent to carry out

conformity assessment of a qualified trust service provider and the qualified trust services it pro-
vides;

(19) ‘trust service provider’ means a natural or a legal person who provides one or more trust services
either as a qualified or as a non-qualified trust service provider;

(20) ‘qualified trust service provider’ means a trust service provider who provides one or more quali-
fied trust services and is granted the qualified status by the supervisory body;

(21) ‘product’ means hardware or software, or relevant components of hardware or software, which
are intended to be used for the provision of trust services;

(22) ‘electronic signature creation device’ means configured software or hardware used to create an
electronic signature;

(23) ‘qualified electronic signature creation device’ means an electronic signature creation device that
meets the requirements laid down in Annex II;

(24) ‘creator of a seal’ means a legal person who creates an electronic seal;

(25) ‘electronic seal’ means data in electronic form, which is attached to or logically associated with
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other data in electronic form to ensure the latter’s origin and integrity;

(26) ‘advanced electronic seal’ means an electronic seal, which meets the requirements set out in
Article 36;

(27) ‘qualified electronic seal’ means an advanced electronic seal, which is created by a qualified
electronic seal creation device, and that is based on a qualified certificate for electronic seal;

(28) ‘electronic seal creation data’ means unique data, which is used by the creator of the electronic
seal to create an electronic seal,

(29) “certificate for electronic seal” means an electronic attestation that links electronic seal validation
data to a legal person and confirms the name of that person;

(30) ‘qualified certificate for electronic seal’ means a certificate for an electronic seal, that is issued
by a qualified trust service provider and meets the requirements laid down in Annex Il1;

(31) ‘electronic seal creation device” means configured software or hardware used to create an elec-
tronic seal;

(32) ‘qualified electronic seal creation device’ means an electronic seal creation device that meets
mutatis mutandis the requirements laid down in Annex l;

(33) ‘electronic time stamp’ means data in electronic form which binds other data in electronic form
to a particular time establishing evidence that the latter data existed at that time;

(34) ‘qualified electronic time stamp’ means an electronic time stamp which meets the requirements
laid down in Article 42;

(35) ‘electronic document’ means any content stored in electronic form, in particular text or sound,
visual or audiovisual recording;

(36) ‘electronic registered delivery service” means a service that makes it possible to transmit data
between third parties by electronic means and provides evidence relating to the handling of the
transmitted data, including proof of sending and receiving the data, and that protects transmitted
data against the risk of loss, theft, damage or any unauthorised alterations;

(37) ‘qualified electronic registered delivery service’ means an electronic registered delivery service
which meets the requirements laid down in Article 44;

(38) ‘certificate for website authentication’ means an attestation that makes it possible to authenticate
a website and links the website to the natural or legal person to whom the certificate is issued;

(39) ‘qualified certificate for website authentication’ means a certificate for website authentication,

which is issued by a qualified trust service provider and meets the requirements laid down in
Annex 1V,
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(40) ‘validation data’ means data that is used to validate an electronic signature or an electronic seal;

(41) ‘validation’ means the process of verifying and confirming that an electronic signature or a seal

is valid.

Definition with reference to REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on the protection of individuals with regard to the processing of personal data and on the
free movement of such data (General Data Protection Regulation)

'personal data’ means any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data,
unique identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social or gender identity of that person;

‘encrypted data’ means personal data, which through technological protection measures is
rendered unintelligible to any person who is not authorized to access it;

'processing' means any operation or set of operations which is performed upon personal data
or sets of personal data, whether or not by automated means, such as collection, recording,
organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclo-
sure by transmission, dissemination or otherwise making available, alignment or combination,
erasure or destruction;

‘controller' means the natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purposes and means of the processing of
personal data; where the purposes and means of processing are determined by Union law or
Member State law, the controller or the specific criteria for his nomination may be designated
by Union law or by Member State law;

‘processor' means a natural or legal person, public authority, agency or any other body which
processes personal data on behalf of the controller;

‘third party’ means any natural or legal person, public authority, agency or any other body
other than the data subject, the controller, the processor and the persons who, under the direct
authority of the controller or the processor, are authorized to process the data;

‘representative’ means any natural or legal person established in the Union who, explicitly
designated by the controller, represents the controller with regard to the obligations of the
controller under this Regulation;

‘Data subject’ is an identifiable person who can be identified, directly or indirectly, in particu-
lar by reference to an identifier such as a name, an identification number, location data,
unique identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social or gender identity of that person;
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